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A day in the life of...

● Surfing carefree
● Oh no! Blocked!
● Wait...which computer was it?
● Ok, why was it  blocked?
● Scan the machine. Make sure it 's good to 

go
● Jump on over to another Division to gather 

some information
● Time for vacation. Check my email before I 

go



  

So without a care in the world, I'm minding my own business, 
looking through DocDB for that crit ical document that I know my 

colleague added



  

DocDB



  

When all of a sudden I'm perplexed by an email and a block 
notice. Curses! Is that machine even mine?



  

SysAdmin DB



  

Unbelievable, it  is. Well, I'd hate to have my torrents stop downloading, 
so I better go remediate the issue



  

Tissue



  

And just to be on the safe side, I'll run a Nessus scan against the 
offending machine to make sure that it 's vulnerability is f ixed



  

nessquik



  

Done. But being frustrated with the Window's policy of patching my machine, 
I decide I'd like to give the people who make these decisions a good 

thrashing, I don't know who to though contact. I know, I'll check out WinPol 
on Plone.



  

Select CD Plone Sites



  

After all I've done today, I need to take some time off. Yellowstone probably 
looks pretty good this t ime of year. Vacation here I come! 



  

Leave Usage Requests



  

Before I take off though, I'll check my mail. Wouldn't want to miss anything 
important.



  

Signing Email



  

So what about cert if icates?

● They were used in every example
● KCA and DOEGrids both have their uses
● No extra passwords were needed in any 

example, all it  took was a quick run of get-
cert and I was set

● I guarantee more areas of the lab use certs 
than what I touched on

● get- cert needed once per week



  

roadblocks

● funct ionality of security tool is dependent 
on OSX release

● get- cert works best with Tiger 10.4.8
● Disconnect between Keychain and Firefox
● If  you're mix ing DOE and KCA certs, please 

pay attent ion to Keychain because Mail 
doesn't  ask which cert to use for signing

● If  you use get- cert with an ex ist ing 
kerberos cache, you may not get a week 
long cert if icate



  

requirements

● Access should match the level of protect ion 
required by the data

● No authorizat ion necessary for some read 
only applicat ions

● Cert required for protected reads and all 
writes when used by collaborators

● No anonymous writes allowed
● No “self- adding” of accounts for write 

access



  

authorizat ion opt ions

● Group account
● Individual accounts over SSL
● DOE Grid Certs
● KCA Certs



  

least desirable

● Group account
– Weak identity verification
– Read only, can't publish information

● Data that would otherwise be public to prevent 
spidering and indexing

– Because all required termination of accounts 
must be managed by CNAS

● Users who lose their affiliation must be assumed to 
continue reading

– Password will be vulnerable: sniffing, from 
application server or phishing

– It can be shared by people



  

2nd least desirable

● Individual accounts over SSL
– Weak identity verification
– Read or publish information
– Because all required termination of accounts 

must be managed by CNAS
● Users who lose their affiliation must be assumed to 

continue reading or publishing data

– Password will be vulnerable: from application 
server,phishing

– Sensitivity of information requires greater 
protection than group password



  

recommended

● DOE Grid Certs
– Strong identity verification
– Read or publish information
– User privileges can be revoked
– No password vulnerability
– Can support non FNAL usage

● Organization based authorization

– Long lifetime
– Ideal for signing email because of long lifetime



  

also recommended

● KCA certs
– Strong identity verification
– Read or publish information
– User privileges can be revoked
– No password vulnerability
– Restricts usage to FNAL only
– Requires frequent renewal
– Short lifetime is bad for signing email. Don't use 

KCA certs to sign your email



  

f inal words

● Use KCA for authenticated web access if no 
outside contributors will need access

● Use DOEGrid cert otherwise
● Use DOEGrid cert to sign email
● Support the get- cert development.
● We have an external developer working on 

a seamless Windows integrat ion, so if  there 
are people in the Mac community who wish 
to take the lead on seamless integrat ion 
with Mac, we can hook you up with the 
developer


