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A day in the life of...

* Surfing carefree

* Oh no! Blocked!

* Wait...which computer was it?
* Ok, why was It blocked?

* Scan the machine. Make sure it's good to
go

* lmp on over to another Division to gather
some information

* Time for vacation. Check my email before |
00



So without a care in the world, I'm minding my own business,
looking through DocDB for that critical document that | know my
colleague added
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Your Account
Preferences

Limit Groups
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Computing Division
CD Home Search Documents Projects Help Desk MOUs At Work
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Show | CD-doc-# | v
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& Authors ¢ All documents

¢ Topics
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© Events
Documents modified in the last 7 days
CD-doc-# Title Author(s) Topic(s) |Last Updated
1938-v2  Lattice QCD Hardware Status Donald Holmgren Lattice QCD 28 Nov 2006
| o 3 ERE
Done
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When all of a sudden I'm perplexed by an email and a block
notice. Curses! Is that machine even mine?
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Unbelievable, it is. Well, I'd hate to have my torrents stop downloading,
so | better go remediate the issue
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Home
Action codes Events Summary
Source classes By status  BiSCREGISE0NIN Cpen: 411 Closed: 3783
Source codes By severity Warning (W): 531 Critical (C): 4452 Informational (1): 173
Severity codes
—rﬂaﬂhi"z Most recent events
SSUE COOES
Evonts ID lssue Severity gront Slock P Machine ID Found Updated  Blocked
User Front 7900 Open X Server c [EicekEd C 131.225.43.130  tdport52-vm 11/30/06 10:55:27 12/01/06 11:02:01 12/01/06
Blocker Workflow 7901 MS04-022 c Closed UP 131.225.163.166 zhustian 11/30006 13:50:13 12/01/06 14:01:44
7802 SSHD Passwordfuthentication C Closed UP 131.225.163.102 dudes-mac 11/30006 14:11:16 12/01/06 14:01:53
7803 3SH-unkKerb W Closed UP 131.225.163.102 dudes-mac 11/30006 14:11:38 1210106 14:02:02
7904 Open X Server o} [Biggked B> 131.225.133.109 adrfitpj 11/30/06 15:40:23 12/01/06 15:42:03 12/01/06
7908 Swap W Open U 131.225.217.220 REXPERIMENT 11/30006 19:58:28 11/30/06 10:58:20
7910 TelunKerb W Open U 131.22519.133 NPIETCBCS 11/30006 23:33:05 12/04/06 04:50:42
75911 TelunKerb W Open U 131.225.63.198 NPIEGDFDS 12/01/06 00:54:26 12/04/06 06:16:59
7812 TekunkKerb W Open U 131.225.52.233 RANDOLPH 12/01/06 02:03:22 12/01/06 02:08:10
7914 MS0E-040 (net chk) o} Closed UP  131.225.84.102 prochD1 12/01/06 02:30:05 12/01/06 14:02:13
7915 SEHD PasswordbAuthentication C Closed UP 131.225.88.147 miso 1201/06 10:51:14 12/01/06 14:02:25
7918 Unregistered | Open U 131.22516.20 BAGGINS 12101106 13:00:47 12/01/06 13:00:49
7917 Open X Server c - BP 131.225.44. 164 MTFPCH 12/01/06 16:55:22 12/04/06 09:46:32 1202/06
7818 Open X Server c Closed UP 131.225.162.223 NB-OCHANDO 12101106 20:40:26 12/04/06 06:45.36
7920 Unregistered [ Open U 131.225.81.48 CDPLYCM4 12/01/06 21:14:47 12/01/08 21:14:50
7921 Unregistered | Open U 131 2258476 PATLXZ 1201/06 21:16:24 12/01/06 21:16:33
7922 Swap W Open U 131.225138.2 TEL2VACINTLE 12002006 12:48:31 12/02/06 12:48:34
7523 Open X Server c - BP 131.225.163.252 NB-OCHANDO 1202006 1T.40:42 12003006 225718 120306
7924 Unregistered | Open U 131.225182.20 RP3-FE-VT 120206 19:08:16 12/02/06 19:08:17
7825 Open X Server c Closed UP 131.225.243.140 McGil-CDF2 12002006 21:50:22 12000/06 23.08:49
79268 MS0B-040 (net chk) C - BF 131.225163.85 D-DO-WIRELESS-COMMENT 120306 12:40:16 120306 12:41:31 12/03/06
7927 MS0E-040 (net chk) c -BP 131.225.163.198 NB-JAFFRE 1200306 13:10:13 1200306 13:11:53 120306
7528 Swap W Open U 131.225.225.230 FANNY-CLUEDD 1200306 13:54:40 12/03/06 13:54:48
7825 35HD PasswordAuthentication C - BF 131.225.88.241 D-FCC-COMMENT 1204006 09:21:49 12/04/06 09:23:13 12004106 :
7930 TekunkKerb W Open U 131.22543.163 d-r15866 1204006 09:43:32 12104006 094743 :
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And just to be on the safe side, I'll run a Nessus scan against the
offending machine to make sure that it's vulnerability is fixed
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Nessus
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Helle Tim, what would you like to scan? Home | Settings | Scans | Help

My registered computers

My whitelist entries
My saved scans
A list of computers

A cluster of computers

Choose Plugins To Scan With
By Family By Severity All Plugins @ Search For a Plugin
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Done shamus = @



Done. But being frustrated with the Window's policy of patching my machine,
| decide I'd like to give the people who make these decisions a good
thrashing, | don't know who to though contact. | know, I'll check out WinPol
on Plone.
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Ed 5plunk Professional 2.1 - host:... & . e o @ @ Fermilab Computer Security Te... & 2 Welcome to the Windows Policy A

smmall text | [normal text

|D DA Pager Schedule
") Meeting Minutes

you are not logged in_© log in
ou are here: home
Welcome to the Windows Policy Site =S
qows Policy Committee oversee e windows domain.

|@ Home Su Mo Tu We Tk

" Security Exception Access to this page is controfled by KX. 509 certificates(sg¥ne one you use for nessus scans). If you have such a certificate and you are a windows
Forms granager or admin then use it (o log in to thisalrd uniock the magic within! i 45 B 7
"1 Windows Domain 10 1112 13 14
Policies The Windows Policy Committee is responsible for setting policies for the top-level Fermilab Windows domain (win) and the child domain (fermi) 17 15 19 20 21
|D Documentation | containing users. The committee is responsible for approving win.fnal.gov and fermi.win.fnal.gov policy changes and for controlling creation of 24 25 26 27 2E

| special domain accounts. OQur charter is available here. 3l

Members of the Windows Policy Committee are appointed every two years by recommendation of their Division/Section/Experiment. In addition
to voting members each OU may have additional technical managers (OU Managers). OU Managers provide technical feedback to the voting
members. In most cases a voting member is also an OU manager.

Voting Members:

Committee Chair: Jack Schmidt, schmidt@fnal.gov
Accelerator Division: 5am Jarocki, jarocki@fnal.gov

You have an S5L Business Services Section: Tom Ackenhusen, tackenhu@fnal.gov  Mike Rosier,mrosierffnal.gov
Certificate, but it is not

mapped to any local

Dsers. You should go to ll DO: Greg Cisko, cisko@fnal.gov

the join form to create
an account that can use
your S5L Certificate to
log in.

CD, CDF, DIR, ESH, FESS, LSS, NUMI, SDSS: Ken Fidler, Eafidler@fnal.gov Al Lilianstrom, Ellilstrom@fnal.gov

Particle Physics DepartmentAllen Forni, forni@fnal.gov Karen Carew,carew@fnal.gov Quinten Healy,quint@fnal.gov
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After all I've done today, | need to take some time off. Yellowstone probably
looks pretty good this time of year. Vacation here | come!
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Mew Request . .

Personal Calendar No personal upcoming request item found
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User Guide

View Calendars

CD/CCF/CST
CD/CCF
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Travel Related Links

Computing Division Travel Page
Fermilab Holidays
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Before | take off though, I'll check my mail. Wouldn't want to miss anything
important.




Sgning Email

S O6 Re: Outbound AutoBlock applied to =]
= = — =)
g B3 g bg Q O 9@
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Cet Mail Write  Address Book Reply  Reply All Forward Delete Junk Print  Stop
¥  Subject RE: Qutbound AutoBlock applied to
From: Mark O. Kaletka <kaletka@fnal.gov> L
Sender: owner-computer_security@listserv.fnal.gov 1
Date: 1:25 PM f
To: computer_security@fnal.govy L huangd@iitedu L
Cc: helpdesk@fnal.gov L
s ... From: Chris Green <greenc@inal.gowvs
Subject: Pol exploit available for remote root access to linux Xcl
e Date: October 16, 2006 539:56 PM CDT

: , omputer Security <=computer-security@fnal.gov=>
Co: Jason Ormgs <ormeas@fnal.goves

Security:

Hi,
In case you hadn't already seen this on the wire:

http-fit.slashdot.orgfarticle. pl Psid =061 01 6/2038253 & from=rs=s




So what about certificates?

* They were used In every example
e KCA and DOEGrids both have their uses

* No extra passwords were needed in any
example, all it took was a quick run of get-
cert and | was set

* | guarantee more areas of the lab use certs
than what | touched on

* get- cert needed once per week



roadblocks

* functionality of security tool is dependent
on OSX release

* get- cert works best with Tiger 10.4.8
* Disconnect between Keychain and Hrefox

* |If you're mixing DOE and KCA certs, please
pay attention to Keychain because Mail
doesn't ask which cert to use for signing

* [f you use get- cert with an existing
kerberos cache, you may not get a week
long certificate



requirements

* Access should match the level of protection
required by the data

* No authorization necessary for some read
only applications

* Cert required for protected reads and all
writes when used by collaborators

* No anonymous writes allowed

* No “self- adding” of accounts for write
access



authorization options

Group account

Individual accounts over SSL
DOE Grid Certs

KCA Certs



least desirable

* Group account

- Weak identity verification

- Read only, can't publish information

* Data that would otherwise be public to prevent
spidering and indexing

- Because all required termination of accounts
must be managed by CNAS

e Users who lose their affiliation must be assumed to
continue reading

- Password will be vulnerable: sniffing, from
application server or phishing

- It can be shared by people



2" least desirable

* Individual accounts over SSL

- Weak identity verification
- Read or publish information

— Because all required termination of accounts
must be managed by CNAS

e Users who lose their affiliation must be assumed to
continue reading or publishing data

- Password will be vulnerable: from application
server,phishing

- Sensitivity of information requires greater
protection than group password



recommended

* DOE Grid Certs
- Srong identity verification
- Read or publish information
— User privileges can be revoked
- No password vulnerability

- Can support non FNAL usage
* Organization based authorization
- Long lifetime
- Ideal for signing email because of long lifetime



also recommended

e KCA certs
- Srong identity verification
- Read or publish information
— User privileges can be revoked
- No password vulnerability
- Restricts usage to FNAL only
- Requires frequent renewal

- Short lifetime is bad for signing email. Don't use
KCA certs to sigh your email



final words

e Use KCA for authenticated web access if no
outside contributors will need access

* Use DOEGrid cert otherwise
* Use DOEGrId cert to sign email
* Support the get- cert development.

* We have an external developer working on
a seamless Windows integration, so If there
are people in the Mac community who wish
to take the lead on seamless integration

with Mac, we can hook you up with the
AdAevielaonar



