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Number of Devices Scanned
VS.
Number of Holes Found




Number of hosts with at least
one hole

570

or

~ 7 %

of nodes scanned




Protocol

Number of Holes

0 g0 100 130 200 230 300 330 400 430 So0

snmp

(161/udp) 383

ftp
(21/tcp)

Total

http
(80/tcp)

smitp
(25/tcp)

Number

dantz
(497fcp)

rsync
(873/tcp)

of

microsoft-ds
(445ftcp)

telnet
(23ftcp)

Holes

netbios-ns
(137/fcp)

rwhois B y
(4321 jtcp)

aracle
(1521jtcp)

https
(443ftcp)

Protocol

nethios-ssn
(139fcp)

(upper bound)

generalftcp

unknown
(5432ftcp)

route
(520/udp)




807 total holes

383 snmp
124 ftp

69 http
+17 telnet

~ 593 were ...



... printers

Or

~ 15 %

of the reported holes
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Printer Debrief



Oh but it's just paper

This is just downright annoying

It's just paper until it's your print
job that is being backlogged due
to someone sending a constant
stream of garbage to the printer



information & Data_

Gek You?

By Ira Victor

our company has investod
heavily in IT security. All the
protections IT has recom-
mended have been purchased
and put in place. You fecl con-
fident that the company’s electronic
data is secure. Buat is it? What about
all those non-PO networked devices
lving arcound? Are they safe™
Printers, scanners, video cam-
cras, anti-spam and anti-spywanre
appliancoes, VolP devices, and other
network-aware devices represent a
growing threat. Many newer models
of these devices are equipped with

BN

Non-F'C network devices
pose a growing threat to your
data security

The Mon-PC Threatk
Manv organizations have pur-
chased powerful firewalls, in-line

large hard drives (600B or morel,
poweariul Pentium processors, and
versions of popular operating svs-

SECURITY TECHNOLOGY & DESIGHN

= PAmrch Z007F

arirrer’s hard depvce stores
= output—aoutput that mav
copics of medical records,
account information or social
wricy numboers.

the outside, many newer devices are
more like PUs on the inside.

Aun & quick scarch on hacker and
security Web sites, blogging sites, or
underground TRC chat boards, and

a8 SECUFRITY TECHNOLOGY & DESIGM » March Z007



General Findings

e ~600 printers
e 62 unauthenticated access via web

e ~40 more with unauthenticated access
via telnet

e Last 2 numbers above are just on the
second day. It doesn't include the counts
from the first day

* Every device had default SNMP
community strings
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What does bad look like?

Feature Authorization 5ettings
Key Any
Admin User User

Administration

Modify Configuration Web Pages ¥ ]
View Configuration Web Pages v O
View Home & Status Web Pages v D
Initiate Multiple Printer Discovery v |:|
SMMP Read v O
SMNMP Write v Il
Wb DR R

Please type [Return] two Ttimes, to in
or HELP twype "7V
s

To Change,/Configure Paramester
Parameter-name: walue <Carria
Parameter-name Type of wvalue
dp: IP-address 1Hin
subnet-maslk: address Hin do
default-gw: address in do
SYS log-—-Swi : address in do
idle-timeout: seconds in din
set-cmnty-nmname: alpha-numeric
host-name: alpha-numeric
dhcp-conftig: 0 to disable,
nowvell: 0 to disable,
dlc-1Tc: 0 to disable,
ethertallk: 0 to disable,
banner: 0 to disable,
Twpe passwd to change the pas

Type "?" Tor HELP, """ for current s

-

or type "exit" to exit without sawin

B 1D and Password

| +ID and Password

n Web Pages
im Manager ID : (Max 7 digits) S
| m Password : (Max 7 digits) - web Pages
[ (Max 7 digits) """
331 Username 0K, send identi
Password:
230- Hewlett-Packard 13113A
Directory: Description:
ditdialize telnet CDHFPGRTl Print to DGPt

Admin

L

v
Tty (email :

FTP Server

1 HP Color

To print a file, use the command: put -

s Enter: or 'cd' to a desired port an
ge Return:>

Ready to print to PORT1

dotted notation

tted notation ,

tted notation 230 User Tlogged in.

trted notation Remote system type is UNIX.
tegeaers

d use: put

string (32 chars malsing binary mode to transfer files.

string Cupper case

1 e onspht ftp> put a.txt

1 to enable Tocal: a.txt remote: a.txt

1 to enable 200 PORT command successful.
1 to enable ] )

1 to enable 150 Opening data connection.

226- Ready
226 Transfer complete.

sword.

ettings or "quit" to137 hytes sent in 0.011 seconds (11 Kb

g configuration para

ftp=

Key

Any User

—_r  —1===

User

&l & A & E A A

&l & B B &

&l & E & B B E

&l B E E A




What does good look like?

{cﬁﬁ b d Authorization Dialog
EFG
1 e )
4 v
rﬂl fml You need to supply a username and a
The server 131.225.84.33 at Administration requires a | i password to access this site.
ntel uwsername and password,
Tajth ina: i i i Feature Authorization
-p}. Eﬁsﬂ?ﬁl lessgiﬁﬁr; '{I_Elg:fjrténﬂ ;Eﬁ;l TR HP Jetdirect Networking (password only, no
nt: without a secure connection). samin User Ueer  WSErname required) at 131.225.84.243
] Administration
e User name: ﬂ | Modify Configuration Web Pages WL AT ] |
View Configuration Web Pages ] ]
Password: View Home & Status Web Pages Ve ekl |
SNMP Writes (SET) v | |
D Rermembet Y snme Reads (GET) vt Tocieal 3 F’ | -
Manage Custom Web Pages T [ ] System Location: MW-9
Delete Secure Jobs v [ |
Manage Saved Jobs v ] ]
| ] 4 Manage Job Accounting v [l [ .
SRUE e v O 0O HP JetDirect: ]4169A
Wat SaryarErnbng Firmware Version: L.21.11
Print Demo Pages v [l [l
[tarupp@cathot ~]% telnet 131.225.84.33 IP Address: 131.225.176.72
Trying 131.225.84.33... Hardware Address: 0001E63D9575
telnet: Unable to connect to remote host: Connection refused .
[tarupp@cathot ~]% ftp 131.225.84.33 Admin Password: <Set>
ftp: connect: Connection refused
ftp> quit
Initiate Status Refresh v | | Refresh
Generate Reports v | |




SNMP

* Simple Network Management Protocol

* Generally not necessary that it be
running on your device unless your
devices are centrally managed with some
other software

- But this depends on the device!! I'm looking
at you JetDirect...

e Can disclose sensitive data...



Like passwords

And system configuration



Passwords From SNMP

31 31 31 31 3D 31 30 38 3B

48 50 3553 49 3D 31 30 38 3B

44 48 43 50 34 4D 45 3D 31 30 38 3B

55534D 42 33 3532 31 36 36 3D 31 30 38 3B
43 4F 4E46 49 47 4A 44 31 37 30 3D 31 30 38 3B
48 44 54 56 33 32 3D 31 30 38 3B

42 4C5545 3142 4F 58 3D 31 30 38 3B

43 4F 57 50 49 45 3D 31 30 38 3B

00 00 00 00 00 00 00 00 00 00 00



Whoops, | mean...

1111

HP5SI

DHCP4AME

USMB352166

CONFIGJD170

HDTV32

BLUE1BOX

COWRPIE

empty password (there were lots of them)



demo: pull password from SNMP



System Configuration

Installed Software

HOST-RESOURCES-MIB:
HOST-RESOURCES-MIB:
HOST-RESOURCES-MIB:
HOST-RESOURCES-MIB:
HOST-RESOURCES-MIB:
HOST-RESOURCES-MIB:
HOST-RESOURCES-MIB:
HOST-RESOURCES-MIB:
HOST-RESOURCES-MIB:
HOST-RESOURCES-MIB:
HOST-RESOURCES-MIB:
HOST-RESOURCES-MIB:
HOST-RESOURCES-MIB:
HOST-RESOURCES-MIB:
HOST-RESOURCES-MIB:
HOST-RESOURCES-MIB:
HOST-RESOURCES-MIB:
HOST-RESOURCES-MIB:
HOST-RESOURCES-MIB:
HOST-RESOURCES-MIB:
HOST-RESOURCES-MIB:
HOST-RESOURCES-MIB:
HOST-RESOURCES-MIB:
HOST-RFSOLIRCFS-MTR =

chrSWInstalledName.
thrSWInstalledName.
:hrSWInstalledName.
chrSWInstalledName.
thrSWInstalledName.
:hrSWInstalledName.
chrSWInstalledName.
thrSWInstalledName.
:hrSWInstalledName.
chrSWInstalledName.
thrSwWInstalledName.
chrSswWInstalledName.
chrSWInstalledName.
thrSwWInstalledName.
chrSswWInstalledName.
chrSWInstalledName.
thrSwWInstalledName.
chrSswWInstalledName.
chrSWInstalledName.
:hrSWInstalledName.
chrSWInstalledName.
thrSWInstalledName.
:hrSWInstalledName.
*hraWTnstal ledName .

43
44
45
46
47
48
49
20
51
52
53
54
55
56
57
58
59
60
61
62
63
&4
65
1§

= STRING:
STRING:
STRING:
STRING:
STRING:
STRING:
STRING:
STRING:
STRING:
STRING:
STRING:
STRING:
STRING:
STRING:
STRING:
STRING:
STRING:
STRING:
STRING:
STRING:
STRING:
STRING:
STRING:
= STRTHNG:

"ed-0.2-36"
"groff-1.18.1.1-3.EL
"krb5-devel-1.3.4-33
"1ibpng-1.2.7-1.e14.
"libcroco-0.6.0-4"
"man-1.501-9.rhel4"
"Omni-0.9.1-7.1"
"mysgl-4.1.20-1.RHEL
"be-1.06-17.1"
"diskdumputils-1.3.1
"pyxT86config-0.3.19
"foundation-redhat-4
"psgml-1.2.5-4"
"lockdev-1.0.1-6.2"
"rpm-python-4.3.3-18
"sysreport-1.3.15-6"
"guile-1.6.4-14"
"docbook-style-dsss]
"gnutls-1.0.20-3.2.3
"1ibxml2-2.6.16-6"
"netpbm-progs-10.25-
"pilot-T1ink-0.11.8-8
"xmlsecl-1.2.6-3"
"onunlot-4.0_0-4"



System Configuration

Mountpoints; disk space

HOST-RESOURCES-MIB:
HOST-RESOURCES-MIB:
HOST-RESOURCES-MIB:
HOST-RESOURCES-MIB: :
HOST-RESOURCES-MIB:
HOST-RESOURCES-MIB:
HOST-RESOURCES-MIB:
HOST-RESOURCES-MIB: :
HOST-RESOURCES-MIB: :
HOST-RESOURCES-MIB:
HOST-RESOURCES-MIB:

thrDiskStorageCapacity.
rhrDiskStorageCapacity.

1536 =
1537

INTEGER:
= INTEGER:

78150744 KBy
134217727 KB

HOST-RESOURCES-MIB:
HOST-RESOURCES-MIB:
HOST-RESOURCES-MIB:
HOST-RESOURCES-MIB:
HOST-RESOURCES-MIB:
HOST-RESOURCES-MIB:
HOST-RESOURCES-MIB:

HOST-RESOURCES-MIB:
HONST_-RFSNIRCES_MTR -

chrDiskStorageCapacity.1538 = INTEGER: 0 KBytes
hrPartitionIndex.1536.1 = INTEGER: 1
:hrPartitionIndex.1536.2 = INTEGER: 2
chrPartitionIndex.1536.3 = INTEGER: 3
:hrPartitionIndex.1537.1 = INTEGER: 1
hrPartitionLabel.1536.1 = STRING: "/dev/hdal"
hrPartitionLabel.1536.2 = STRING: "/dewv/hdaz2"
hrPartitionLabel.1536.3 = STRING: "/dew/hda3"
hrPartitionLabel.1537.1 = STRING: "/dewv/hdbl"
hrFSMountPoint.l = STRING: "/
hrFSMountPoint.2 = STRING: "/sys"
chrFSMountPoint.3 = STRING: "/proc/bus/usb"
chrFSMountPoint.4 = STRING: "/export/home"
hrFSMountPoint.5 = STRING: "/rest"
chrFSMountPoint.6 = STRING: "/proc/sys/fs/binfmt_
chrFSMountPoint.7 = STRING: "/wvar/lib/nfs/rpc_pip
hrFSMountPoint.8 = STRING: "/proc/fs/nfsd"
thrFEMannt+Paint 9@ — STRTHRG - " fmnt+"



System Configuration
Processes

HOST-RESOURCES-MIB
HOST-RESOURCES-MIB
HOST-RESOURCES-MIB
HOST-RESOURCES-MIB
HOST-RESOURCES-MIB
HOST-RESOURCES-MIB
HOST-RESOURCES-MIB
HOST-RESOURCES-MIB
HOST-RESOURCES-MIB
HOST-RESOURCES-MIB
HOST-RESOURCES-MIB
HOST-RESOURCES-MIB
HOST-RESOURCES-MIB
HOST-RESOURCES-MIB
HOST-RESOURCES-MIB
HOST-RESOURCES-MIB
HOST-RESOURCES-MIB
HOST-RESOURCES-MIB
HOST-RESOURCES-MIB
HOST-RESOURCES-MIB
HOST-RESOURCES-MIB
HOST-RESOURCES-MIB
HOST-RESOURCES-MIB
HOST-RESOURCES-MIB
HOST-RESOURCES-MIB
HOST-RESOURCES-MIB
HOST-RESOURCES-MIB
HOST-RESOURCES-MIB
HOST-RESOURCES-MIB
HOST-RESOURCES-MIB
HOST-RESOURCES-MIB
HOST-RESOURCES-MIB
HOST-RESOURCES-MIB
HOST-RESOURCES-MIB
HOST-RESOURCES-MIB
HOST-RESOURCES-MIB
HOST-RESOURCES-MIB
HOST-RESOURCES-MIB

tthrsSwWRunPath
thrswWRunPath
tthrsSwWRunPath
tthrsSwWRunPath
tthrsSwWRunPath
thrSwWRunPath
thrsSwWRunPath
tthrsSwWRunPath
tthrsSwWRunPath
tthrsSwWRunPath
thrswWRunPath
tthrSwWRunPath
tthrsSwWRunPath
tthrsSwWRunPath
tthrsSwWRunPath
thrswWRunPath
tthrsSwWRunPath
tthrsSwWRunPath
tthrsSwWRunPath
thrSwWRunPath
thrsSwWRunPath
tthrsSwWRunPath
tthrsSwWRunPath
tthrsSwWRunPath
thrswWRunPath
tthrSwWRunPath
tthrsSwWRunPath
tthrsSwWRunPath
tthrsSwWRunPath
thrswWRunPath
tthrsSwWRunPath
tthrsSwWRunPath
tthrsSwWRunPath
tthrsSwWRunPath
thrsSwWRunPath
tthrsSwWRunPath
tthrsSwWRunPath
tthrsSwWRunPath

210

321

1237
1449
1513
1557
1558
2058
L2069
L2073
L2084
2094
2114
2144
L2311
2359
L2374
2384
2405
2491
2508
-2509
L2510
L2511
L2512
2513
2514
L2515
L2516
L2517
L2521
L2ETE
L2707
L2726
L2742
2752
L2756
L2763

STRING:
STRIMNG:

STRIMG:
STRIMNG:
STRIMNG:
STRIMNG:
STRIMNG:
STRIMG:
STRIMNG:
STRIMNG:
STRIMNG:
STRIMNG:
STRIMNG:
STRIMNG:
STRIMNG:
STRIMNG:
STRIMG:
STRIMNG:
STRIMNG:
STRIMNG:
STRIMNG:
STRIMG:
STRIMNG:
STRIMNG:
STRIMNG:
STRIMNG:
STRIMNG:
STRIMNG:
STRIMNG:
STRIMNG:
STRIMG:
STRIMNG:
STRIMNG:
STRIMNG:
STRIMNG:
STRIMG:
STRIMNG:
STRIMNG:

"kseriod"

"kijournald"

"udewd"

"kauditd"

"kmirrord"
"kiournald”™
"kijournald"™
“"SoptSrocks /bin/Spython™
"swys logd"

"klogd"™

"irgbalance™
"portmap™
"rpc.statd"
"rpc.idmapd"
“"SusrySsbhin/automount”
"Susryshin/Sautomount”
"SusrySshin/Ssmartd”
"SusrSshinSacpid”
"Susrysbin/S/sshd”
"rpc.rguotad”

"nfsd"

"nfsd"

"nfsd"

"nfsd"

"nfsd"

"nfsd"

"nfsd"

"nfsd"

"Tockd"

"rpciod”
"rpc.mountd”

"crond"

"wfs"
“"Susrsbhin/Satd”
"dbus-daemon-1"
"cups-config-daemon™
“"SusrSsbinSsnmpd”
"hald"



Cmon, where's the risk?

* |t's not about getting root

e Because | can embarrass the heck out of your
organization and abuse your resources

- Software/music/image drops

- Upload my own watermarks, so | can include
Inappropriate content in everything that is
printed...use your imagination.

- Change your print banners
- FTP bounce attacks so | can scan behind your firewalls

* Provides valuable reconnaissance info for use in
larger attacks



demo: FTP bounce



Being a jerk

cat /dev/hda | nc-c 192.168.1.2 9100
FTP your swapfile to the printer
Change the LCD display

nmap -PO -sl printer_ip target ip
telnet localhost 19 | nc printer_ip 9100




So what do you recommend we do
then?

 Disable unnecessary services and
protocols if possible

e Ask Data Comm to filter services that
cannot be disabled

 Get rid of your old printers. Yeah, | said it



If you're feeling geeky

http://www.irongeek.com/i.php?page=security/networkprinterhacking

yum install net-snmp-utils

provides snmpget and snmpwalk

telnet to your printer and see what | saw

decode your own hex

http://nickciske.com/tools/hex.php



Further Reading

e Information and Recommendations for
Securing Printers on Site

- CD-DocDB # 2072
- KCA required to view
- Additions and corrections welcome



Questions?




