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The evaluat ion lineup



  

eval process

● Draft  list  of requirements
● Obtain eval units from vendors
● Hook them up to the network
● Point logs at them
● Used (most) of them for 1 month for 

incident response and general information 
retrieval

● Work with vendor to address integrat ion 
and general software problems during the 
eval



  

results

Arcsight

Symantec

Tenable

Aanval

Splunk

FAIL

FAIL

FAIL

FAIL

PASS

How Did Splunk Fare Then?



  

splunk

splunk

Excellent Search 
Capability

Function in Kerberized Environment without exemption 
requirements



  

splunk

splunk

Ability to create custom filters and specify the format of non- standard 
log f iles

Intuit ive interface and ease of 
use



  

splunk

splunk

No required support for IDS events.

Scalability. Must deliver acceptable performance collecting on the 
order of 10 GB of log f iles per day



  

splunk

splunk

Cannot provide active defense. Or if it  does, we must be able to turn off this 
functionality.

Cannot be an inline device



  

splunk

splunk

Batch or real- t ime analysis of events

Cannot be “agent only” based



  

splunk

Must run on OS that meets one of the exist ing configuration 
baselines

Splunk met our requirements. Now how do we use it?



  

Words go here

Results are 
returned here



  

ngrepsSyslog

Our logs contain data

And 
data

And more data

And this is Splunk

Which can return 
specif ic information 

from the chaos

KCA logs



  

Other neat toys

Splunk- 2-
Splunk

Distributed 
Search

* Please do not buy these for your 
children/ grandchildren



  

Splunk- 2- Splunk



  

Data that is indexed on your Splunk Professional Server 
must be located on- disk, or directed to the server 
somehow.

We use Splunk- 2- Splunk to forward our data to the 
Splunk Professional Server

This means we don't need to split  our license. And the 
practice is legit from Splunk's point of view.



  
The Index

Your data 
sources

Free server

Pro server



  

Distributed Search



  
Your Group 
Here

Our Group Here



  
Your Group 
Here

Our Group Here



  

What does it  cost?

$75k =  
40G/ day

Splunk offers t iered 
pricing

We purchased a perpetual license



  

for your convenience

● Complete SIM evaluation document 
available from CD- DOCDB
– Doc ID CD- doc- 1942
– Viewing limited to those with KCA certificates

● Splunk makes free copies available to the 
public. See splunk.com



  

On with some demos and questions


