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Topics

 Uptick in RDP blocks
 Open DNS resolver detection
 Keygen tool fndings
 Copyright violations
 CST system and software moves
 CO2 phishing



  

RDP blocks

 Due to remote assistance
 SCCM tool used for remote assistance
 Remote assist opens frewall to everything
 After assistance, frewall is not restored

 Detector changed to be informational 
instead of blocking for 2 weeks while this 
is sorted out



  

Open DNS resolver detection



  

Swept the site

 Looking for machines that would resolve 
names on site

 Notifed sysadmins of machines that 
responded

 Right now the detector is just a P.O.C. but 
in the future could be attached to TIssue



  

Keygen tool fndings
and copyright violations



  

 AV detector detects more than just virus 
badware

 EVEREST_Ultimate_Edition_v4[1].00.978_Beta.exe>>keygen.exe
 Downloads\SRProTrialsetup.exe
 everestus\keygen.exe
 Misc Software\FlashGet_v1[1].3_by_MP2K.zip>>crack.exe
 ToxicDualLayerPatcher-v1.0.zip>>DLPatcher.exe

 Please remind your colleagues that until 
further notifcation

Copyright violation is not allowed, per computing policy



  

CST system and software moves



  

 CST is moving to a new rackspace area in 
FCC

 You may see some downtime of services 
while this takes place

 A number of services are also being 
moved to diferent servers. We will 
update links on the security page as 
necessary.



  

CO2 phishing



  



  

But how to tell if it's spam?



  

The Secretary sending me email?

Really?



  

Vague content

Sometimes the spammers can be pretty creative

Othertimes they appear to be writing just to fll space



  

Sent from Chinese address space

I must have missed the

announcement that the DOE

moved it's headquarters

to Tianjin Province



  

Attachments, while not necessarily evil

should be approached with suspicion if they're from 

people you are not regularly in contact with



  

Anyone care to venture a guess at what [cn] stands for?

Spammers toying with your assumptions



  

[cn] = China .cn is the top-level domain for china

But he sure looks chinese, doesn't he?

He looks chinese

therefore

he uses chinese email clients



  

This is what separates the cerebral from the non

mmm....not quite

I'm sure you're all familiar with what they say about people who “assume”



  

 Current Sec. Of Energy is Chinese American

 Born and raised in St. Louis Missouri

 And never learned to speak Chinese

http://en.wikipedia.org/wiki/Steven_Chu

Chu said he never learned to speak Chinese because his parents 
always talked to him and his brothers in English, although he said 

(in 1997) that he was trying to learn Mandarin, believing that if 
he could stay in China for "at least six months", he would become 

fuent.[7]

“ ”



  

I don't know about you, but based on what I read

I'm not ready to conclude that the real secretary sent me this email



  

What was in the Zip?



  

 2 executable fles
 CO2_EOR_Fact.exe
 Louisiana_CO2-EOR_Report.exe

 Both are conveniently packed with aPACK 
from ibsensoft

 Upon running the exe, some fles are 
created

 ~TX2.tmp
 .bat
 .pdf



  

How did I know it was packed? By using the 'strings' command



  

Interesting tidbits. Padding at the end of the packed fle



  

Running the malware

Don't do this at home. We're professionals (or claim to be)



  



  



  



  



  

 Be skeptical of this stuf

 Report it to Comp Sec so that we can
 Block it where possible
 Be on the lookout for less seasoned 

sysadmins who may click on the stuf and 
turf their machines



  

For up-to-date news

Visit the CST blog

https://currency.fnal.gov/cstblog/
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