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The External Network Work Process:

The work process for external networking involves design, implementation and operational support for the facilities that provide connection between computer systems within the internal Fermilab-site network and computer systems located off-site.  External networking support includes: (1)access to research networks involved in Fermilab collaborations and (2)general Internet access for day to day applications.  The customer base is made up of (1)facility users working at, visiting or permanently located away from the Laboratory site and (2)other laboratory employees. From a support perspective the external networking facilities are bounded by the input connectors to the facility border router on the Fermilab side, the output interface connector of the MREN router (metro-area research network) and the input connector if the ESnet router. This demarcation encompasses relatively few components but includes the DMZ LAN and its monitoring components. Failure of any of the monitoring systems without actual knowledge of a masked service interruption is ignored in availability measurements. Scheduled downtime is not included in unavailability measurements. 

Beyond these demarcation points, responsibility is assumed by the respective network support organization (commercial or government). In both cases, however, FNAL staff monitor these links to detect anomalous behavior and work with the outside support organization to resolve them as expeditiously as possible. 

Assessment and Feedback

While qualitative in nature, the single most important assessment of off-site network support is the extent to which it meets the needs of the scientific program at the laboratory. There is a formal mechanism by which experiments analyze their need in collaboration with the Computing Division for all aspects of support within available budget including offsite networking. The agreed-upon facilities and levels of support culminate in a Memorandum Of Understanding (MOU) signed by the experiment and Division management. During the course of an experimental run, there are usually several formal reviews during which any major problems are identified. In order to identify troubles before such a major review, each experiment is assigned one liaison person from within the Data Communication Department. That person has a designated counterpart in an experiment. In addition the department head meets with representatives of each running experiment every two weeks. These links between people provide the most important mechanism for feedback on operational troubles as well as capacity planning and upgrades over the experiment’s preparation, run and analysis phases. The following are major quantitative measurements which provide aid to the people in all phases of support including operational availability and capacity planning.

Availability Measurements

Quantitative measurement of the availability of the external network system provided by commercial and government carriers. As such, this is not a FNAL performance metric but is used to spot problems and establish a baseline for expected performance of our wide area carriers. Persistent error conditions are reported automatically to the operations staff. 

Quantitative measurements of the end-to-end availability of those components making up the FNAL external network described above are recorded. These data are archived for trend analyses and establishment of a baseline failure rate. Persistent error conditions are reported automatically to the operations staff. Uptime for the switches, routers and other components as an aggregate will be recorded for comparison to our target availability of 0.9999 of scheduled uptime. 

